
  
 
 
 
 
 
 
 
 

 

4.3  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 



 

1  17 3  11 4

14 3
 

 
2  19 3  18 1 IT

IT 18 1

17 9

IT

IT
 

1

6.10

 
2 IT

IT

6.9
 

 



3  20 3  2
 

(1) 

4

8.1.2

 
(2) 

LAN

6 10

6.11

6.9
 

4  21 3  3

 



3.3
5

5
6.1

6.2
ISMS C D

6.11

7 B
C D 7 8.1.2

A
 

4.1  22 2  21 11

4 8
10

4 4.3
4

8 8.1.2

10



4.2  25 10  25 3

3 8 9
 

6
 

5  
3 3.3

 
5 5.1.1  
6 6.9

6.10
 

8
 

9 9.4
 

4.3  28  28
3

8 9  
 



 



 
1  

2  

3  

  



 3

11  
11 4 11 4 22

517 587 82
14 3 14

3 29 0329003 0329001
17 3 31 0331010 0331006

e-Japan
16 11

16 149 e-

17 3
25 44 e-  

15 6

16 9  

11 4 22
517 587 82

14 5 31
0531005

e-
16 12

17 4
15 57

 

 



 4

 



 5

 
 

2  
17 3 18

IT IT IT e-Japan

 
17 9

IT

IT
 

1
2

IT  
1

6.10
8

6.10
10

 
2 IT IT

6.9
6.2

ISMS 10
 

 



 6

3  
2

 

 
1

2 3
1 3 3

 
1

 

 
4

8.1.2
 

3
 

LAN

 
6

6.11
 

6.9



 7

4  
3

1
2

 
1

4  
3

e-

3.3  

5 5
 

6 6.1 JIS Q 15001:2006
JIS Q 27001:2006

C 6.2
ISMS C

D 6.11
B D

 
7 7 A

7.1 B



 8

C D 7.2
B C D

7.3
C D 7 C D

 

8

 
9

4  
 

4.1  
4 21 7 ASP SaaS

20 7

20 7 24 167

 

 
4 8

10  
4 4.3 4

 
8 8.1.2

 
10  

5 4.1  



 9

4.2  
4.1 25 3

14 3 29 0329003 0329001

3 8
9  

6

5  
3 28 2

 
3.3

9
 

 

 
5 5.1.1

 
6 6.9

6.10
BCP Business Continuity Plan  

8
9

 
9 9.4

3  
5 4.2  



 10

  



 11

22  
 

 

 
 

1 6

 
7

 
 

8
 

 
9

e-  
 

10
 

 

 
 
A  

 
 
B  

 
 
C  

A  



 12

 
 
DD  

 

 
 

3

 
 

1   
2   
3   
4  

 
5  4  
6   

 

 



 13

33
 

7 8
9

 
 

3.1 7 9  

7 9
e-

e-
28 3 31 0331 31

0331 11 0331 27 0331

 
 

7 9 2 2 4
 

( 23 201 ) 24  
( 23 202 ) 23  

( 23 203 ) 42  
23 205 51 2 1 2

 
( 30 168 ) 19  

( 35 146 ) 28  
17 17

62 29 11  
( 3 36 ) 46  

23 50 30 23 1 2  
( 32 15 ) 9

22  
( 32 16 ) 6

5  
33 24 12 3



 14

12 14 15  
23 205 21 1 9

20 10
22 2

21 5 2 22 2
3 22 3 2

22 3 3
22 7 2

 
( 35 146 ) 26 27  

( 32 16 ) 6
 

( 23 205 ) 21 1 20
10 22 21
5 2 22 2
22 3 2 22 3

22 7 2  
28 14 27 6  

( 46 ) 18  
23 201 22  

23 202 21  

  
26 226 28 1  

 
e-

 
 
33.2 8  

8 25 3
25 0325 15 0325 9 0325 5

 
 



 15

1 ( 23 201 ) 24  
2 ( 23 202 ) 23  
3 ( 23 203 ) 42  
4 23 205 46 2

51 2 1
2

54 7 17 86 684 1
731 2

 
5 ( 23 205 ) 21 22 22 2

22 22 2
 

6 26 226 28  
7 ( 30 168 ) 19  
8 35 146 27  
9 28  
10 62

29 11  
11 ( 3 36 ) 46  
12 23 50 30 23 1 2

 
13 ( 32 15 ) 9

 
14 32 16 6

 
15 33 24 12 3

 
16 ( 46 ) 18

 
17 

58 14 9  
18 

28  
 

28 2



 16

 
 
33.3  

28 2

9  

 

 

 
7

8  
3.4  

3.1
e-

 

6
7 9

 
9.4

 
3.2

8
 



 17

44  
 



 18

44.1  

 
 
1  

3
 

 
  

 
 

 
 

 
 

 
  

 
 

 
 

 
 

 
 

  



 19

 
 

 
 

 
 

2  

 
 

  

 
 

 
 

   

 
 

 
 

 
44.2  

2
 

 
4.2.1  

 



 20

 

 
 

  
1   

   

 

 

 
 

   

 
 

   

 
 
2  

   

 



 21

 
 

  

 

 

 

 

 

 

  

  
 



 22

44.2.2  

15 5 30  57 23
 

 

 

 

 

 

  
4.3  

6 7 8

1

a



 23

1 1

1 N

1 N

b



 24

6.11 

6.11 

 

c

8.1.2 

2 3
8.1.2  

  
2  



 25

6.11 B-2

a

4.1 

b

6.8 

  
3



 26

4

8.1.2

5

44.4  



 27

10

 



 28

55
 

 

 

 

 

 
7.2  
7.3  

 

 

 

Health Information and Communication Standards Board : HELICS
HELICS

 

 



 29

HELICS

 

 

 
 

 
 

 

 
 
55.1  

 
 

 
 

 
 

 
 

 
 

 
 

 
 

5.1.1  

 



 30

HELICS

 
25 10  

 HS001 HOT  
 HS005 ICD10  
 HS007  
 HS008  
 HS009 IHE  
 HS010 - 92001  
 HS011 DICOM  
 HS012 JAHIS  
 HS013  
 HS014  
 HS016 JAHIS  
 HS017 HIS,RIS,PACS, , , JJ1017  

 
http://www.mhlw.go.jp/seisakunitsuite/bunya/kenkou_iryou/iryou/johoka/index.html 

 
 
55.1.2  

20  
)  

 
 

 
 

 
 

 
 

 
 

 
Web



 31

 
 

http://www.jahis.jp/sections/jissho_jigyou-2/sougounyou/h19_iryousystem_sougo
unyou/ 

 
JAHIS  
http://www.jahis.jp/g11-103/ 

 
55.1.3  

MEDIS-DC
 

 
ICD10  

 
 

HOT  
 

 
 

 
 

 
J M I X  

MEDIS  
http://www.medis.or.jp/4_hyojyun/medis-master/index.html 

 
MEDIS-DC

 
 
5.2

HL7 Health Level Seven DICOM Digital 
Imaging and Communications in Medicine

JAHIS



 32

 

 
JAHIS DICOM  
JAHIS  
JAHIS  
JAHIS PKI  
JAHIS  
JAHIS  
JAHIS  
JAHIS  
JAHIS  
JAHIS  
JAHIS  
JAHIS  
JAHIS  
JAHIS  
JAHIS  

URL  
http://www.jahis.jp/jahis_hyojyun/seiteizumi_hyojyun/ 

 
55.3  

 



 33

 

66
 

15 58 15
59

 
 

A  

20 21 22
 
6.1

B.  

 
JIS Q 15001:2006

-  



 34

 

a)  
b)  
c)  
d)  
e)  
f)  

 
JIS Q 27001:2006

-  
 

ISMS
 

1  

  
2  

  
3  ISMS

  
4   
5   

 

 
 
C  

1.  
2. 

 



 35

 

66.2 ISMS  
A  

20  
 
B  

ISO ISO/IEC 
27001:2005 JIS JIS Q 27001:2006

 
 
6.2.1  IISMS

ISMS PDCA JIS Q27001:2006 PDCA
 

 
ISMS PDCA  

Plan   
(ISMS ) 

ISMS
 

Do  
(ISMS ) 

ISMS  

Check  
(ISMS ) 

ISMS

 

Act  
(ISMS ) 

ISMS ISMS

 
 

P ISMS ISMS
 

D P ISMS  
C ISMS  
A ISMS  
 



 36

JIPDEC  
ISMS

 

 
 

 

 

 
 

 

 

→ →

 
IT

ISMS ISMS
PDCA  

ISMS P ISMS
ISMS

 
P  

 



 37

66.2.2

 

 

 
 
6.2.3

6.3 6.11  

 

 
 

  
(a)  
(b)  
(c) 

 
 

  



 38

(a)  
(b)  
(c)  
(d)  

 
  

(a)  
(b) 

 
(c) Winny

 
(d)  
(e)  

 
  

(a)  
(b)  
(c)  
(d)  

 
  

(a)  
 

  
(a)  
(b)  
(c)  
(d)  

 
  

(a) IT  
 

 
 

 
 



 39

 

 

DoS Denial of Service  
 

 
(b) IT  

 
 

 
 

 
(c) IT  

 
 

 
IT

 
 

 
 

C  
1.  
2. 

 
3. 

 
4.  
5. 6.3 6.11  

 
D  
1.  



 40

66.3  
B  

 
 

  
  
  
  
  
 

 
  

 

 

6.9
 

 
C  

1  

 
2  

 
3  

 
4  

 
5   

(a)  
(b)  
(c)  



 41

(d)  
(e)  
(f)  
(g)  
(h)  
(i)  

 



 42

66.4  
B  

 
 

  
  
  

 

6.9
 

 
C  

1  

 
2  

 

 
3  

 

 
 

4  PC  
5   

 
D  

1.  
 



 43

66.5  
B  

 

6.2.3 
 

 
1  
2  
3  
4  
5  

 

6.9
 

 
 

 

 

ID IC

 

 
 

ID
 

 
ID



 44

 
ID  

 

 
IC USB

 
ID  

 
ID  

 

ID ID

 

 
ID

IC

IC IC
2 2

 

 
 

IC



 45

 

 
IC

 
 

N 1
1 1

1
 

ID  
 

 
 

 
 

" "(IC ) 
 

 

IC
 

 
 



 46

 

 

 
 

 

 

 

 
 

 

 

PC
6.9  

 



 47

 
 

 
 

PC
6.9  

IDS Intrusion Detection System
IDS

 
LAN

DoS Denial of Service
PC

MAC PC MAC

 
6  

LAN

 
PLC Power Line Communication
PLC



 48

18 11 9
1109002

 
 
C  

1   
2  ID

 
3  

 
4  

 
5  

 
6  

 

 
7  

 
8  

 
9  

 



 49

10   
 

(1) (
) (

IC
) 

(2) 

(
)  

(3) 
( ) 

 
(1) 2

8  
(2)  

11. LAN  
 

(1) LAN
ANY  

(2) SSID MAC
 

(3) WPA2/AES
 

(4) 
 

(5) LAN LAN
 

 
D  

1   
2  

 
3  DB

ACL( )  



 50

4   
1

 
2

 
5  ID IC

2 2
 

6  LAN

802.1x
 



 51

66.6  
B  

 
5  

 
(a)  
(b) 

 
(c)  
(d)  
(e)  

 
(a) (b) (c)

 
(d)

 
(e)

8  
 

1  
C  

 
 

1  

 
2   
3   

 
 
 



 52

D  
1  

 
 

2  
C  

1  

 
 

 

 
 

 
 

 
 

 
 

2  

 
 



 53

66.7  
B  

 
 

 
C  

1  6.1

 
2  

 
3  6.6 2

 
4   

(a)  



 54

66.8  
B  

 
 

 

 

 

 
 

 

 
 

C  
1  

 
2  

 
3  

 
4  



 55

 
5  

 
6   
7  

 
8  

 
9  

 
 

D  
1   
2   
3   
4  

 
5  

 



 56

66.9  
B  

 

 

CD-R USB

 
6.2

ISMS 6.2.2
6.2.3  

 

 

Winny

 

 

 

 



 57

24 6  
C  

1. 
 

2.  
3. 

 
4. 

 
5. 

 
6. 

 
7. 

 
8. 

6.11

LAN
LAN 6.5 C-11

6.11  
9. 

 
10. 

1 5
6 7 8 9

 
 
 

D  



 58

1. 
 

2. 
  

3. 
 

4.  

 

 



 59

66.10  
B  

BCP Business Continuity Plan
BCP

BCP 6.2.3
IT

BCP BCP

 

 

 

 
 

 

 
BCP  

 
 BCP  

 
 

 
 



 60

 
 

 
 

 BCP  
BCP

BCP

 

 

 
 

  
BCP

BCP BCP
 

 

 
 

  

 

 
 

  

 



 61

 
 

 BCP  
BCP

BCP
 

 
 

  

 
 

 

 
 

 
 

C  
1. BCP " ”

 
2.  
3.  

 



 62

 

 
4. 

 



 63

66.11  
B  

ASP SaaS

 

 

 
1 2  

 
B-1  

4 4.2

 

 

B-2



 64

B-2

 

 
 

 

 

 

 
 

 

B-2



 65

 
 

 

 
6.10

 
 
B-2

B-1

 

LAN 4 4.2

 



 66

2
 

 

 

Internet-VPN
 

 
 

 

 

 
 



 67

 

 
PHS

 
 

IP

B-1

OS

2

 

 



 68

 

B-2-  

ISDN Integrated Services Digital Network
 

ISP

ISP ISP

 

 

 
 

B-2-  

IP
IP

IP-VPN
Internet Protocol-Virtual Private Network



 69

LAN  

 
 

 

B-2- -a  
 

 
B-2- -b  

 

IP

 

B-1

 
 
 



 70

 
B-2

 

 

OSI Open Systems Interconnection 7
OSI

HEASNET 19 2  
 

OSI Open System Interconnection  
 

 
 

SSL-VPN 5

IPSec



 71

2
SSL-VPN

IKE Internet Key Exchange
 

 

 
B-2-

 
 

PHS

 
6.8

B-3

 

 

B-2-  
 



 72

 

B-2-  

 
B-2- 3

B-2-  
 

 
 

IP-VPN  
 

 
 
 
 
 
 
 
 
 
 



 73

 

 
B-2-  

 
PHS

PHS
PHS  

 
 
 
 
 
 
 
 
 
 
 



 74

 

 
B-2-  

 

LAN LAN LAN
LAN LAN

 
PHS PHS

 

B-1
 

PHS
SSL/TLS

IPSec IKE  

 



 75

 
 

 

 
B-2-  

 

 

LAN
LAN LAN LAN
LAN  

PHS
PHS PHS

 
IP

 



 76

 

 

 
6.9

 
 
BB-3  

PC PC

3  
 

 PC
 

 

 
 PC

PC

 
 

PC
VPN



 77

 
 

BB-4.  

 

 

 

 
4 B-1

SSL
PKI  

IT
 

 
C  

1  

 



 78

 
 

 IP  
 IPSec IKE

 
 

 
2  

PKI
Kerberos

 
3  

6.5
 

 

VPN
ISO15408

5  

SSL/TLS S/MIME

 
6  

 
 

 
 

 
 

 
 



 79

 
 

 
 

 
 

 
 

 
 

 
 

 

 
7  

 
 6.8  
8  

1 4  
9  

SSL
PKI  

 
IT

 
 

D  



 80

1  PC
VPN

 
 



 81

66.12  
A  

12 102 2 1

B  
11 4

 
12 5 e-

e- A

 

A

RSA 1024bit SHA1
2008 4

SHA1 RSA1024 2014 RSA 2048bit SHA2
 



 82

JIS
JIS X 5092:2008 CMS (CAdES)

JIS X 5093:2008 XML (XAdES)  
 

 
1

 
2  
3

 
 

 

CC  

1 PKI
 

1  PKI

PKI

 
2  

3  14 153
16 29



 83

2  
1  

16 11

2  

3  

3  
1  

 



 84

77  
 

 

 
 
7.1  

A  

  
e- 4 4 2  

 
 

 
( )  
( )  

2 2 3  
 

2 1 1  
 



 85

B  

 

 

 
 
B-1  

 

2  

 

 

 
 
1  

 
 

1   
2  

 



 86

3   
4   
5  

 
6  

 
7  

6.8
 

 

 
 

2  

 
1  

 
2  

 
3  

 
4  

 
 

C  



 87

 
BB-2  

 

 

 

 
4  

 
1  
2  
3  
4  

 
1  

6 6.5 1  
 

ID ID
ID ID

 
 

2  



 88

 

 

 

PACS

 
 

3  

 

 

 
 

4  



 89

 
 

C  

1  
a. PC  

1   
2  

 
3  

 
 

b. 
 

1  

 
2  

 
 

2  
a. PC  

1  

 
2  

 
3  

 
 

b. 
 

1  

 



 90

2  

 
 

3  
1  

 
2  

 
 

4  
1  

 
2  

 
3  

 
4  

 
 

5  
1  

 
2  

 
3  

 
4  

 
 

 
 

1  



 91

2  

3  

6.11

 



 92

77.2  
A  

e- 4 4 1

2 2 3  

2 1 1

B  

-

 

 
 

 

 

 



 93

 

 

 

4.2
 

 
 

C  
1  

 
 

2  

 
 

3  

4  

 
 

D  

1  

 



 94

 
2  

 
 

3  

 
 

 
 
1  

2  

 



 95

77.3  
A  

e- 4 4 3

2 2 3  

2 1 1

B  

 

 
 

1  
2  
3  
4  
5  

 

 

1  



 96

2  

3  

4  



 97

 

CC  

1  
1  

 

2  
1  

2  

3  

4  

5  

3  
1  

4  



 98

1  

2  

 

 
 

1  

2  

 
D  

1  

2  

3  

2  
1  RAID-1

RAID-6

1  
1. 



 99

  



 100 

88  
 

2

3  
 

1  
2 CD-R DVD-R  
3  

 

9
28 2

3 9 28 2
3

 
 

8.1  

 

 

8.1.1 3  
3 7.1 7.2

7.3  



 101 

88.1.2  
A  

2 1 2
 

B  

 

 

 
C

C



 102 

ASP SaaS ASP SaaS

 
1 2 3

 
4 6.11

  
1.  

 

ASP SaaS  

 
  

 

C
 

 
  

 

 

C

ASP SaaS 
ASP SaaS



 103 

  
2  

 

 

 

 
 

 

 

 
 

 



 104 

 

 
(a) (b)  

 

 

 

 

 
 

33.  
 

 

 
 

 



 105 

 

 

 

  
C  
  

( )  
( ) 

 
( ) 

 
( ) 

 
( ) 



 106 

 
( ) 

 

 

( ) 

 
( ) 

Certified Information Systems Auditor ISACA
 

 

 

 

( ) 

 
( ) 

6.11
 

( ) 
ASP SaaS 

ASP SaaS

 
( ) 

6.8  



 107 

( ) 

 
( ) 

 
( ) 

4  
a  
b  
c  
d  

  
 

D  
( ) 

ISMS
 

( ) 

 
( ) 

 
( ) 

(a) (b)

 



 108 

88.1.3  
A

2 1 3

B

 

 

6.11
B-2

 

C  
1

  

 
 4

20 22 6

 



 109 

 

 

  
 



 110

88.1.4  
A  

2 1 4
4 6.11

 
 

8.1.5  

1
 

 
8.2  

1  
 
8.3  

2  
 



 111 

88.4  
8.4.1  

A  

 
3 1  

 
B  

6.3  
4

 

 
 
8.4.2  

 

 

 

 

 

 



 112

  
8.4.3  

3.4  
 



 113

99  

7
 

 
A

 
 

 
e- 4  

 
9.1  

B
2  

 
1

 
28 2

 
 

2

 
 

9.2
9.3

 



 114

9.5

 
 

CC  
1  

 
 

 

2.0  18 4
 

 

DICOM
 

 
2   
 

 



 115

 
( )

 
6.12

 
 

3  

 
 



 116

99.2  
B  

 
9.1

 
 
C  
9.1

 
 

1 2

 
 
 



 117

99.3  
B  

9.2
9.1

 
 

C  
9.1  

1  

 
 
2   

 
 

 
 

 
 

 
 
3  

Certified Information Systems Auditor ISACA
 

 
9.1

Certified 
Information Systems Auditor ISACA

 



 118

99.4  
B  

28 2

 

 

 
 
C  

9.1  
1. 9.2 9.3

 
 

2. 

 
 
9.5

 
 

B  

 
 

C  
1  

 



 119

 

 

2.0  18 4

 

 

DICOM  
 

2  

 
 

3  

 
 

4   



 120

110  
 

 
 

A  
1  

 
2  

3

3
 



 121

BB  

4 9
1

2 3
4

 
1 2 4

3  
 
C  

4 9
 

 
1  

  
a)  
b)  

 
 

 
c)  

 
  

a)  
b)  
c)  
d)  
e)  
f)  

 
  

a)  
b)  
c)  



 122

 
 

  
a)  
b)  
c)  
d)  
e)  
f)  
g)  

  
h)  

 
IC  

 
 

 
 

 
 

i) LAN  
LAN  

 
j)  

 
 

  
a)  
b)  
c)  

 
 

 



 123

 
 

a)  
b)  
c)  
d)  
e)  

 
 

a)  
b)  
c) 

 
d)  

 
e)  

 
  

 
a) BCP  
b)  
c)  
d)  

 
 

a)  
b) 

 
c)  

 
 

 
 

a)  
b)  



 124

c)  
 

a)  
 

2  
  

a)  
b)  
c)  
d)  
e)  

 
  

a)  
b)  
c)  
d)  

 
 

 
 

  
a) 

 
 

b)  
 

c)  
d)  

 
 

  
a)  
b)  

 



 125

 

 
 

  
a)  
 8.1.2

 

ASP
SaaS ASP SaaS

 
b)  
c)  
d)  
e) 

 
f) 

 
 8.1.2

 
g)  

 
  

a)  
 

 
  

a)  
b)  

 
  

a) ( 2  



 126

b) ( ) 
c) ( ) 

 
  

a)  
2  

b) ( ) 
c)  

 
  

a)  
b)  

 
  

a)  
b)  

8.1.2
 

c)  
d)  

 
  

a)  
b)  
c) 

 
 

  
a)  
b)  

 
 
  
  
 

 



 127

  
  

 

1 3  
1 2

3
 

3
 

1

 
 

 
1  

 

 
 

2  
 

A B
A C  

 
3  

 
Plan



 128

Do Check
Action PDCA

 



 129

1  

 

MO
 

 

 
 

1.1 3  
A  

 
2 1 1  

 
B  

 
 

 
1  
2  
3  

 
C  
1  

 



 130

 

 
 

  
  

  

 

 
 

  

 
 
3  

 

 
 

 

 
 

 



 131

 
  

1.2  
A  

 
2 1 3  

 
B  

 

 

 

 
 

 
1  
2  

 
C  
1  

 
 

 



 132

 

 
 

2  

 
 

 

 
 

 

 
 

 

 
 

 

 
 
 



 133

D  
C  
 

 
 

 

 
 

 

 
 

 

 
 

1.3  
A  

 
2 1 4  

 
B  

4.1 4.2
 

 



 134

4.1

4.2

 
 

 
1  
2  

 
C  
1  

 

 
 

 

 
 

 

 

 
 

2  

4.2
 

 



 135

 
 

 
 

 

 

 

 
 

1.4

 

 

 

 

 

 

 



 136

2  

 

 

 

 
 

2.1  
A  

 
2 2 1  

 
B  

 

 
 

1  
2  

 
 



 137

C  
1  

 
 

 

 
 

 

 

 
 

2  
 

 
 

 

 
 

2.2  
A  

 
2 2 2  

 
B  

 



 138

 

 
 

 
1  
2  

 
C  
1  

 
 

 

 
 

 

 
 

 

 
 

2  

 



 139

 

 

 
 

 

 
 

 

 
 

D  
1

 
 

 

 
 

 

 
 



 140

 

 
  

2.3  
A  

 
2 2 3  

 
B  

4.1
4.2

 

 
4.1

4.2

 
 

 
1  
2  

 
C  
1  

 

 
 



 141

 
 

 
 
 

 

 

 
 

2  

4.2
 

 

 
 

 
 

 
 

 

 

 
 

2.4

 



 142

 

 

 

 

 

 
 


