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914 TEHILIE oottt 99
9.15 THFHTEDD ST oottt 99
9.16 %&Eu ........................................................................................................................................... 99
9.16.1 TEA A TEZRTH oottt bttt ettt s e 99
9.16.2 HEFURETEZRTE ..oovovve ettt bbbttt 99
9.16.3 JTHEZRTE oottt bbbttt ettt s bbb senas 99
9.16.4 SRBITITIRTE (FPil L2 FH L OMEFIIED) oo 99
9.16.5 TRHIHUTT corevieeeeeeeee ettt 100
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1. [ZC&®IZ

HAREMSFGERERSRE (LLF, A CPS &EM5, ) X, AaftHEAN BARERMZS)
w95 [HAREMSEIER] (CUF, ARGER &S, ) @ ifﬁfﬁﬁf%m&) HHDTHD,
ARFRRESR S FEAT T D IMAE FEIA F O FEATI7 #1 X ORI AN BE 3 2 B ITT%@IET’??&.*JL
78 PRI GEGER E4 HREAERY ] (B45@4E) kO W%ﬁ%l:f’??m*ﬁ/\% PKI &7
f @BREH (N AU vl (BAEGEE) (21069,
(LUF. ToREEREAL T PRI GRRER B4 HREAERY 0 & [MrbEERE L 5
PKIGRGER FBaEH (N) RV ] Z#HHoET THPKI-CPJ LRSS, )
F7o. KCPSIE. UTOXEICKFL TR SN D,
IETF/RFC3647 Internet X.509 Public Key Infrastructure Certificate Policy and
Certification Practices Framework
ISO/IS 17090-1:2008 Health informatics — Public key infrastructure Part1:
Framework and overview
ISO/IS 17090-2:2008 Health informatics — Public key infrastructure Part2:
Certificate profile
ISO/IS 17090-3:2008 Health informatics — Public key infrastructure Part3:

Policy management of certification authority

F2. RCPIFUTOXEAZZRT L,

IETF/RFC 4210 Internet X.509 Public Key Infrastructure Certificate
Management Protocols(CMP)
IETF/RFC 6712 Internet X.509 Public Key Infrastructure -- HTTP Transfer for
the Certificate Management Protocol (CMP)
IETF/RFC 6960 Internet X.509 Public Key Infrastructure Online Certificate
Status Protocol-OCSP
IETF/RFC 5280 Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List(CRL) Profile
IETF/RFC 6818 Updates to the Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile
US FIPS140-2(Federal Information Processing Standard) : Security
Requirements for Cryptographic Modules (http:/csrc.nist.gov/cryptval/)
JIS Q 27002:2014 : [HFWMEM —FX =2 VT 4 HIF— X =2V 7 BEROFERK
D7D HIFL
BB KRORREERICMET 2k (FR 1245 31 A 15 102 5, ik
1E : PRk 26 45 6 H 13 AL 69 75)

BT B4 R ORREER T DM R (PR 1843 H 27 B #BHE - 165
B RREEFEETE 2 77, IAEUUE  ER 2T 4R 9 H 8 A - BB - R EZE
HEH15)
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¥%‘Z’ &U\HLA DJ‘-E%

1344 H 27T H

1.1 #=

AFRRE I

JRRd e

(N) RU

nNoZ LT 2,

E N

ZIKFILA FIIE)E,ItO>

e Tﬁ’é

AEWTE (LUF,

(2B D IR IS < R ERRRE SRS DR
BB - R PESRE R 2 )

FAREFABASERE S (LAF
(LLF. B4 HREE & RREMGE & 4 XK 72 < FESES
AEWIE T, JRAETEEIC L > THE Sz
MR E AL S PKIRRGER B4 HREAERY > KO0 REERE AL B PKInbn
(CHSE . BN & 2 DRBHEN OGRS —E

CA GEWE L I5) |

'AAREMSRGER HPKI E4 HREAE] L O T RAKENSZEGER HPKI
FARIEH] Eﬁﬂij et L. EMOEIEZEK OpTA |
T BAMRERE LIRS RO
FITTHHDTH D,
HAEE ] LIRS, ) ARRERZNFEIT L7CE

6 L CEA I BREEE (B
FoRlE HREE LIRS, ) &

_EQL/D

PRRERID BT S 4, AFRRERIFIMAZFEH EDRITELT 5

1.2 XZENDLH]&EHR
KRF=2 A NOLHE [THAREMSHRIEERRE] L35,

ARFa A BRDY

FOREERS I E TR TH 5 AAREMES L OMABENEFEOA T V=7 Mkl

FTEUTO®EY &35, £1.2 77T =7 Myl r

£ F TV N 7= NERBT

ERNEREITES Japan Medical 0.2.440.200134
Association

EENEIEER JMA Certification 0.2.440.200134.100.1
Authority (JMA CA)

AAREMSRFEERFERE | JMA CA CPS 0.2.440.200134.100.1.1

B4 HREA HPKI &4 FFEAEAR Y & | 1.2.392.100495.1.5.1.1.3.1
HPKI &4 7 A F HEEHE | 1.2.392.100495.1.5.1.1.0.1
Y v

R AR HPKIG8FEH (AN) FERIE | 1.2.392.100495.1.5.1.2.3.1
AN
HPKIG85E7 A R (A) | 1.2.392.100495.1.5.1.2.0.1
AERAEAR Y &
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1.3 PKI OBE®RE
2'KCPS j: zl:nunﬁ)z,'! K D%f’@éhé% nﬁﬁﬂi% ?&U\%)‘ﬁ% )Eﬁéj/[/éo ifl\
zl:nunE)Ej K D%\é’/ﬁiéﬂééf@% nﬁﬁﬂi izli CPS ﬁ‘l@)zﬁ éh}:)

1.3.1 REHE
FRRER (CA) 1%, BT/ (TA) &&&R (RA) 2ZOMKERLE L. HARERSIZ
X VEE XD, AL, K CPS OESF & OME AEH Ok iE e Bl N & SR, 2% %
BRI E CRIFEED 2R T DN TE D,

132 TR
FATRIE, BERO OEFIEHERIT. KINOEF 2T, REEORIT, K
MO¥EBEEITH, Fi-. Hﬁ_ﬂ%%%%)Xb(uT‘mm&ﬁﬁo)%ﬁm\%T
T2, 728, A CPS O M OME N MO BLE 72 B\ & S, SEEZ T 2207
ZETHITRES O —H UL EMEINREFLT H Z ENTE 5,

1.3.3 &&HB
BERIL. BRI ERITHEE D OB FAEAEORIT. RORFEZAEODHE
BaiTo, Fio, BEEBICBVT, WURAR AR, HiEE~OEFIEHEDO RN
IO DET D,
728, A CPS OMSF & OME NG W O e E 72 B\ & S, FIRS R FE 2 R 22
bT & TRBEREB O —MEINBEFTHZ LN TE D,

1

1.3.4 MAE
I L%, AREGERICE TREREOR A RFE 21TV, BEELZ IS LAIAT S
A% ST, MA%@ FIZkD LB L35,
= fifi
PR B B 2 D A B

1.35 #&RiEHE
MGAEE &%, ARRERMBRIT LB I ELGEE L. 7 VX VB4 2 ABRGEEEE
DNBASETIRAET 2FH Th 5, MiEE L, K CPS ONFIZOWTHM L, A L7 £ T
FHT 20T 2%,

1.3.6 ZDHOBEFRE
HE LRV,
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1.4 EHREDOFERAAE
1.4.1 BEY)REEAEDEMA
A CPS TED HMALFEHEIX, RICEDDFIHARICORMMEATE 5,
(1) B4 HGEE « EREFEEORBERBALS Y — b A28 O B4 e A
(2) FRFEHGERE « EREFE S OREERBALS BV — b R 24E OFRGEH

142 BitShbHiAEDFER
A CPS TED D MAEFEAEIL, A CPS 1.4.1 MY iFAEDOMEH | TED D Hk
TOHFMT 2 DET D, ZNLSOHETOEN SN HE. ARGERIZ—E0E
FErablnwbn st s,

1.5 RYIEHE
151 XEX#EET HHEHE
AR CPS OEEMMkIL, AAEEIEN BARES B ridiltr ¥—&3 5,

152 BuhEahtx
A CPSIZEAT ARIWAEDLEREZLUTO LI ITED D,

(& bHit]
ESym : AARERIS Bt ¥ —
B2 AR : ARERNGARER (LA, #4RH, FRFELHERL)
10:00~12:00, 13:00~17:00
EGiEiass : 03-3942-7050
FAX %% : 03-3946-2136

e-mail 7 KL X : tolawase@jmaca.med.or.jp

153 CPSORY EAHERET 5F
A CPS @ HPKI-CP ~DiE &2 R ET 5413, HPKIZGERHFEMFHZHTH 5,

154 CPS ARBFMHmE
K CPS 1%, #FRERAREEDAGET 5,

(BH~A)
7 —51 47 (Archive)
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BAREAEDOFAT « RN D Rt0, AEER O > AT LEMICBD 5 Rldk S 2 e
THZE,

57 =Y XL (Algorithm)

W5t B 51T, /T2 D 2 DO8ZfE S5 AN 5L, EH0ICHREC#EEZANWDS
LIS (RAARES) 3% 5, BiEI1C1Z RSA, ElGamal B, ¥ iR 572 23 d
. BEIIKEENFERED DES R8T L < DES O#%fke L TkE 572 AES 72 &3
D

*

Nl =t

%5 E Y 2 —/L (Hardware Security Module)
AAFHSCIEAEEZ L EICRE L, T AERSCEBEA SO SEEZITON— R =T
XIZY 7 M7 =T DEY 2—/L,

LRt ZEREHH. SMERARE,
KIRIERIE, TR, BRI OEFO R ET T —HOEFEINBICEFLT DL L3d

é o
ZREICRB VT, EBRFERN, FHERERN, £ OMATEREREEE 2353890 2255007
X%,

KBTI, ThbEAbETEE, Bl SMIEEr L5,

T Rz 7 47 4 (EndEntity)
T BEOFATRIGH DR AT ZFA L TVEEE (=27 47 1) T, A
HAEAEEAAT 200, (A, Mk, 77502, 77V r—variy)
fods, WALRITTY F=2 7 4 7 A ITEE EhAR

F 7 =7 kBl (Object Identifier)
Tl FOFEBEITO T, ATV MIBEMT S R,

&AL (Activate)
P BL I EOERIERTHZ ENTEDRREICTHZ &, #lo, HHTER<T5
ZEERIFEEILE VD,

#K (Key Length)
BT —Z DY A X, BT NTY ALKAFT D, WFROBEIT - RICBOR SITE -
TRED, HEIFIRTVIEWZE RGN 50, BARES A v —U2ERT 5
BROFFM & 237035 K 91872 5, IHFMOMEZ Rt 5 - THUI 2R 28RS 20BN H D,

FEDTEFE (Key Escrow)
AR A TERET D 2 &
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##~7 (Key Pair)
FAHE L Z UK T 2 AR D %,

HINAZE (Subscriber)
Fll.JnJ‘-E)Ejz))EnLJRIEO)f¥-@O> %E%%%%E/T?éhé%()

NN RIERA &
ARFRRESR 2 BIMAEIT L TRAT SN APHBEREAE O Z &

f&¥41k. (Compromise)
A REOREE RO EEE, mk, IMRFEICL->T, ZOMEMEZRS Z &

FFEE (Relying Party)
WirE L%, TUXNBL OB NS

/ABH#E (Public Key)
FAEHE N7 DHET, T VX INVBLOBIEZHWS

ANBRFERERAE (Public Key Certificate)
ﬁﬂl%@%%‘: /N GE g ey L’C“F‘aﬁ%@ﬁfbﬁ%%ﬁ%@"é%ﬁ%i“@ 8RR A
EERCE AEAEH D WITHIZEEAEF L b o, ABEEEAERICIL, AFREOMAEE
£ 8 /Aﬁ'ﬁ%\ CA DI, ZDOMFEAFORMKAIENTH S, CA DB TS,

HCO &4 REHE (Self Signed Certificate)
RRAERDS BB D2 DICHAT DB E, BATEA LIMAELBR L TH D,

%) (Revocation)
BHREARANCS, (0Ol (K - ke ) TV EFHEHELEICTHZ L,
FARIZIE, KA ORBFIZ L DN, BAKRRC ;‘:CA@#I WrekshansdsZtbdbsd,

FLAHE (Private Key)
NP L JHZ 7 Bk, ABET. AR WL D ICBOFTEE ST NERT S, FA
HEETEAL L2 DI, CCHIET DA TORRFED TTHETH 5,

REELRZN U X & (Certificate Revocation List, Authority Revocation List)
KN LIZBEFFEAED U A K,
AFRERIZIB N T, MAFTERAFEORL Y A F25 CRL ICFEE#H I, HEBAEAFL
U7 CARERIESED RS Y 2 M3 ARL IZFRi#Hi S D,
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AEBHEFRITESR (Certificate Signing Request)
Eﬁ%ﬁ%‘ﬁ) nunE)E,'J %%uﬁ%i%\é ?%*&béﬁ_b’b@g* HE%E%MEE}Z‘?—Z)ﬁ_&)O)
JCE R HEMT, EONFITIL, HEEE OFTEHL, H— 7 FL R AR & O #®N
BEND,

FEEAR Y o (Certificate Policy : CP)
HL@OEF 2 U7 4 BEEZIZL, FFEDAI =T 4 K/ IXT 7V r—rv a0
7 T ASOEMAMEZIEET D, AHiTT SN HEDES

AL EFREAE ORI 2 HEE 95 ERD Z &,

Mgz 194" (LRA : Local Reception Authority)
AAEMSICHARRERAEE 2 L, FIARBREHFEE CHET 5 LRA F5 Ik 26
TE O T3 2 FEhid HEET IR ERZ, BT EMS%S TEE ShOFEARDOZ &,

E+E4 (Electronic Signature)
LEOELAHZRIET D 72DIMHT 6N DB E R AFERZREZFM L. 48
?ﬁﬂlij\fé?)%’) LEMERT DL LI, HRO/FERPICHE SN TWRWZ & &k
THIENTED, NS FXEHOCTERLIEZERITT VA LVELE BN,

Bk (Registration Authority)
RERAEFITOHGEEORANTFER - M2 L, F& U TOBRRER LT HHE, B85
m\mﬁﬁ@% EDO DL, —EDOEBEIT I, Wil T 2V 7V =2 b Ol & ARNERR
WCEEZA I D, BFAEAFICELA LY, FITLZVIELRU,

B nIEFJ (Certification Authority)
AEAEZ AT DR, FERERIE. ABRENHEVWRIAAND LD TH D LFEH A
biﬁ"'ﬁg_%%%ﬁgf NIE, FSERRNIGITH D EFTE 2T IR B0,

SAEREMRAE (Certification Practice Statement)
SEHZER U A DSW AR RERIZ OW T ORLESE, RN E FEHEAELRITT S
EXTBRATHAERICET AR L L EMIT LD,

BRI =
PREEB RO D B, BRI RO AR E SNTBE ), BEREE ik &
1\MA%®§ﬁm%X% IMAF RO CRERAEE X 7 a— R 5B 1 EIR Y £/
SINDHID, NAU— FEZHHT 2 BIHOL5RME VD,
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FMALE A 2
ORI e di (aﬁﬁlﬂE@H§i0>fFﬁiil TEHICH WD EFFHREE L OMOBME) 2SaiE
éﬂt%%woottb BEGEBHRIEOAPRE SN D56 2R,

RS
IMAFE S L < ITHIRSZ AR A/ DL F - XIS Z R E R DR BIAEN - RiEE
O E R 2554 - BT 272D DHETH 5,
RAEFBEEIZB W T, BRELDADEGITSIHAD Z LR K9 ITHisE = fufth
DXE & IS TN D

517/ (Issuer Authority)
AERAEDIERL - #1TH2 £ & UTRITEBEZAT OB, BITRIL. FEREROMRED o
5N *%ﬁi 179,

/Ny 2 B (Hash Function)
EEORIOT—=ENLEERDT X LIEEERT DR GE, AR LIZEIX T
vyyafl] EMEEND, Ny v affild, Ny VAl bnOT —F B WE T E IRV —Jh
e, B2 2007 —ZnBE—O/Ny ¥ a fERAER SN D EEERNETHD LD
MEEZFD, ZOMWENSLT —F 2EZET OB, FHEMOER LIz Ny ¥ ol L5
MTT—=F DNy v 2l KD THE Z g Ll 8 —8T i, 57— 2 BN EEET CK
SAINTVRNZ EPHERTE S,

“u 77 A/ (Profile)
REAAECRER RN Y A MZREHET 2 FE K QYRR ORI H HiE 2 E Db D,

YA F U (Repository)
B REAER OGEELRNY X N2 L AT 27 — 4 ~N—2X,

U UG E
CA#ZTHT LB, LW ACEAMHE (NewWithNew) & iy ibfRod> CA #t &
F LW D CA AT 272D RITSNDEREAE, Vo 7iEAEIC L > T,
ROEI D CA D DETIEAEZIIT SN FIHER CTOIEAERIEN AR & 725,
U > 7REEICIE. BT LOARSES E WA CTE 4 LCEEE (NewWithOld) &
HOABICH LW A CTEA L-GEA#E (OldWithNew) 238 5.

/L— K CA (Root CA)
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P fE R ORI I W T, B OK EAICALET AF8RERD 2 &, TALICE T 578
JRDOABRBEREREDIIT, KNEEHT 5, KEFERIZEBIT 50— b CA L, BATEE
HPKI /v — }‘nunE)E:ﬂb) J:_lj«6

(A~7)
ARL (Authority Revocation List)
AEHERDY A FE2ZROZ L,

CA (Certification Authority)
n [ RIE)E.t’ ;5.) 5’:% HE @ &

CA FEE
FRERIT 6 L THAT S B EE, ARGERICB T 5 CAGENEFIL. B CEAENA
EThD,

CP (Certificate Policy)
AEHERY VESROZ L,

CPS (Certification Practice Statement)
REEMREESZRO Z &,

CRL (Certificate Revocation List)
REAERNY A M 2RO Z &,

CRL 3
AERAF ARG WS, AR FITT 5 CRLICEEH SN TV O LR T HZ &,

CSR (Certificate Signing Request)
AEAERITESRZ 2RO Z &,

DN (Distinguished Name)
X.500 HFEIZ BV TE D HALIZi#A4 . X.500 B CRlkBI AR ET 5 Z &I k> T M
ANED—EMEZIRET 5,

FIPS 140-2 (Federal Information Processing Standard)
FIPS & [ J K ERE A H R AL #EC | FIPS140-1/140-2 (IR BT ¥ 2 — LNl 7o 37 &
X2 VT A EEHELZLD, X2 T BRI LT ABRBEOEX2) T 1 L
L (IR I~ RE L oUL 4) ZED TN D,
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IA (Issuer Authority)
BITREZROZ &,

LRA (Local Reception Authority)
HIRZ R AR EZ SO Z &,

OID (Object ID)
FTV s NS ESROZ L,

PKI (Public Key Infrastructure)
INBREEHAR, ABHERE S LT W ) B S HIIT & B CFERE R 23 A PR SERER 2 F8AT L,
ZOFEAFEL AW TEL  BARGE, W5 187, REEZ ATREIC T 2 A7,

RA (Registration Authority)
BixRzZRoZ &,

RSA
INBREERE S 70—, Rivest., Shamir. Adleman @ 34 IZ K-> TRE I, D4
Az &> TAMIT bz, BERZEEOZRE SRONES ZFH L2 DT, ABHSHRE
FOEREL L TE L LTV,

SHA1 (Secure Hash Algorithm 1)
Ny Y aBO—2, fERORI DT =5 160bit D~y ¥ a2 fEEERT 5,

SHA256 (Secure Hash Algorithm 256)
SHA-2 7 /v —T Dy & 2 DO —DALE DR S OT — 2 )b 256bit DNy & 2l %
RS %,

X.500
ITU-T/ISO NEDT=T 4 L7 h Y Pr— R 5 [EFRILYE,

X.509
ITU-T/ISO N ED 1= FREHE K OGEHERZN Y A MB35 [EEE®E, X.509v3 Tli,
TR BRI 2 3% T €. BRI EORITE N E OEREBINT 5 Z N TE

Do
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2.

NHERERUVYRS M) DEFE
21 YiRIRY

VAR kU X, 24 K5 365 HIEMAFIHATEE/2 L D & L WITHRENIIRIEND D LT 5,
AL, VAT ARSHEEFEIZL Y TOIERABH Web ¥4 NETHEmA LT, —FragIcfE 1L
THZERDD, £7-. BAKR ES0AERWESEAL, FRNZBEMCTE WAL b5,

UARY b UL, EER ORER & & REHR & OIINAE O IE @A RFFT 5,

URY Y KROIERABH Web 1 ME, LLFIZRT URLICTASNLD,
(1) UARTHY
KRR DR Y A S xBRS AT & LU IZREHT %,

AR A ] URL

SHA1 xJits http://crl.pki.med.or.jp/repository/crl/crl-sign.crl
B4 RGENE

SHA1 %})i http://crl.pki.med.or.jp/repository/crl/crl-auth.crl
FORE AR &

SHA256 %fits http://crl.pki.med.or.jp/repository/crl/crl-sign2.crl
E4 MEEE

SHA256 %Jit http://crl.pki.med.or.jp/repository/crl/crl-auth2.crl
Tl FHRIERH &

(2)  TEHAPIH Web ¥ &

http://www.jmaca.med.or.jp/

2.2 FIBAZEEHD AR

ABIER T LT OE#RE VAT b Y &2 WIEEHRABH Web ¥~ ZFH L CTAbH

T %,
(1) URY MU TRARAINDIER
UITOE®RZ VARY B UKL, AT 2,
CAFEAE
CRL

(2) Web #A ks ECABSNDIER
LT OIEHR 2 B HRARM Web 14~ ETABRT %,
A CPS
FIHHLA
(PN EEECS Fikay
Z O, AFEAERANEE FEUE L D S FEALYE
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2.3 NHOFFHAXITEDREE
A CPS 2.2 GEBEEROAR (1) VAT MY CABRSNAIER) CEDIERIL,
WMOEENHEEL THO 24 FEHURNICEH SNDbD LT 5, 72, A CPS 2.2 FEHE
TEH DN (2) Web 4 b E TR SN A1ER) CTEDIIFRIL., HHROLEHRHE L
TIRHHERHICEFREND D ET D,

24 YRS FYADT Y L RAEHE
ARIAHO Y KD b U ROWHAB Web ¥4 MCAB SR M#IL, 2% —% > b
HI RIS N D, 75, ARMHRITIAR K ORAEF 5 L CIEmAmY 8 & LC

(N IR
KRREBIEL, A Z—=Fy M EOERZHEOERHIRES D D LT D,
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3. B R UFREE

3.1 &AWRE
311 BMDELHE
AFRERDFATT 2B FREAFIMHEA SN 7V =7 MAITIMAZE S LT 5,
IMAFE4 1% X500 @ Distinguished Name (UL F, DN EMES, ) Z{EHT 5, FREE
FE AL PKI Tld, CIX JP &%, £72 CommonName [ZMH T, MAZDORKA4 (2
— VIR BLOYUEIAE OEESRE S LT 5,

312 BMHNEREFOLEOVLENH
ARFRERMNIITT D EFREAEOMRFRAIA X, BaEE I Lo CHEfiES, S
HEIBEROHDHLDET S,

3.1.3 MAZENELMXI(XRAMH
HE L7,

3.14 BERAMERAZHRIRT 51=-HDHRA
L FREIRT B 7= OHANX, A CPS 7. fiEBAE L CRL/ARL 7' 17 7 A )L [ZHE
50

3.15 ZMO—EMH
RBALRDFATT HEAEAZEDOMAEAS (subjectDN) 13X, ARFEFEFHN T—EITT
B0 Y TAESE (SN) &ty £, RIERWOAF (issuerDN) (&, {R{dE
@5 PRI N T, ARRGER 2 B LRT b O TH S,

316 R#H. FERUEEZEDRERE
PAAEAE F OMEFNZ DWW T, PHIEHERTRIE DR C ORI ZBIRT 50D LT 5, HL,
ARBFERIIR RGBS T, HEEICET 2IHRICEENZT I TV D LE, Uik
BEA IMABFEAZICGEH T 2 26T 500 LT 5,
Fo. KEFERITILEITIS U, FEMETTRE ISR L, RafRIZ B3 2 S O A FHH
DIEHERD D Z ENTE D,

3.2 #WEIOARANHERER

321 PHhEROMEZIATLAE
AFRERIE, AFRER CIMAE ARG L MAERAH#EZ AT 5, EDOMAE ARG
T I, MAE LB KHS T D IIAE RGO A 273 2 A B FE E 4 AT
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%o RS IIZMMAETER & L IMAB AR EARMBAR (LU, TREI EAANBEA ) &
MRS, ) ICHIT 2,

ARRRRERIE, A DSV GRRIT6 LCEIE THEE L7255 a8 E, IESRIMAE ITIAE
HAREZTASEDLD, RAREZIEME (R (CTEXET 5, bLITERE
T2l S SR BT CEOE T S A, IMAE O i 2 Bl iRk THERS 9 5,

sz A A R TIMAE IZEAT £ 7213 m T 25613, MBS A R 23 B E
2 IR K0 HESEITIMAE IR %,

F o, FEFTERMNEIRD PIN 1%, IIAFIZTHEET 5 72 OARRAR D B IAF I3 L
T PIN OEMHIATHR,

HEEE DVMAE SPH#E EIMAB AR Z LT 256813, IMAFERH#EEZRR LT
PRI LREI ST ER 24T D BR, APHEEAEI & & FAA & OIS AFEH T 5 720
(2, BRERN D DOF ¥ LU DICEA TV, RAROFA LT S04 5, H5
WITHFEE MR L7CREERITESR (CSR) OBAMGEFIC LY . AAEOITA % i
WTObDET D,

3.22 #HBODERE
AL BB O F S OB I EOF ARG AT 5 AL, BEiEED
AT D, ROWTNOOTETHE OB S U < IXIEE 3 5 Mk 0 EIEM 2 5%
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POPKIXENIZ 6 5 EBNICRE SND, £, HEROPBILER ToOIZHEUI R BRE T
TRIFTHHDET D,

MR CTIRME SN DFREERIE, WU T 7 A VEITRE T D,

EADEL S LTI Z RO VGRS, B AR CRBA IIRRBEAR) TR
FTHIGT DI ENTED D LT D, BEFHMARIL, @R —RICAN G, 7R
BANZRB W TRE T 5,
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554 7—hATDINVI Ty TFHK

BT —2OEH (Ny T v7) BERT 256, BEANCEVEX2Y T ¢ bR
BRI TERT 5, FEAKICON T, FADLEZ LR ET 5,

Fio, RRFERITEFHICREFESL TN D %ﬁm%b\%@ﬂ%ﬁ%ﬁmﬁﬁﬁét
BT &%%ﬁ%@mﬁ%%riﬁ&%“ V7 N =T EMER - RET D, B,

7 N =T OKERE - AR EERGE T, é&%%ﬁ%@ﬁ@%%%ﬂ%&ﬁt&%
%ﬁ%&%f:&Kiof%@ﬂﬁﬁ%ﬁﬁfé%@kﬁéoit\:@@@@Wﬁm
bl o Tk, BEROEEME - WEEEHERT 5,

555 ERERICRA LAV TEDITHEHR
PRAFR G L 22 D IEHICBW T, HEFOREAMLE S Ok, JFAIE LT H A YERF R
RS D,

556 7—h4A TWELRTL (REBxHHLER)
PRAFRIR & 72 DR OINEIZE L Tid, BISAFREITE OMIZ NERZER] D 72 D12 [A 4
B PO A FEL TS D,

557 7T—h4A4 JEHREAF L. #RiL7T 5Fk
AR CPS#IE 15.5.1 77— A7 OFiekOFEE | CTHET HIHFHRIC OV TIE, AHRE
[5.5.3 7 —0A7OM#E] CTHRET DKL, AT 22MERHER SN T
HRIRE S ND,

56 BOUYEZ
AL, EHIC CARAROEH 217 5, CARAHIL, BIERIH=ENIC T, B
ANDNRZND G &, HHOK S{EEY =2 —/ (HSM) #HWTARKR D,
CARARO TR LI CATEREFEO T H b E M I DH, ZOEFITHNTH CARLAHE
ERROEGA L RERIC, BEADNIE O L LD T b,
CAGEHEDOTH EITH, AFBFERITH LW CAFEBE, CRL 23V RY VI
TR 2,

57 BRIERUVKEMNSNDIEIR
571 KERUV CAMERERIENCDEIBFHE
AR, BESNDUTOBBICHT 2EIHFIELZHE L, BFT2RERES
BIHEUIZ22F - iz T 2,
- CARAF#DEIAL
- K, HIERF O BRKEE
VAT A (=R T . Xy NU—U %) OfE
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572 AVEa1—ZDN—FIxzT7,. YIboxT7. T—E2HHIELIZIGEDORL
N=RU LT V7 N7 TEBEXIIEE LG E. Ny 2T vy THON
—RU=7, Ay77y77~&%%w1 HOMTEIBIEEZITV, RIS
RREREG - HT 5, £, %&ﬁ@% X, ATBEZRFR VAT, A,
AR 2GS BAFH Web A Fa% TEVmEmT 5,

5.7.3 CATAEREAEIRILLIZGE DXL
CAﬂﬁ%ﬁﬁ%%XiF%k@mﬂﬁéutﬁA . PREJRRESE OHIWT L
RMNTIEA T EE HPKI BRERISEE 21TV, REEBZEIET5 & L bz an
fﬁiéﬂk%ﬁ _%o%\ifwmﬂﬁﬁ%%@%m%ﬁw\mm%%mb\mx
AARAEBFEEST S, B, JRKROBER & FHIRGILRAHEL D,

514“£%%$&®$%%ﬁﬁ

RKE/R LTIV FHAEHRR M ORRIE R L, @s DFEF “ﬂ_%}d:bﬁ‘ﬁﬁfo‘f [ = SN
%ﬁﬁfﬂﬁéﬂk?ﬁ \ZHEAD X m&%ﬁ%ﬁ@# i@ﬂ%%&mb\gi%
B4 HPKI FERERITEAE L, IAE L UORMGEE IZE i E= ART 5,

5.8 FRAIAXIIEHZRBOET

KRR & T3 25513, %%%T@QOHmiT L IMAEIZ A=V K Dl %
ATV, RREEB O T H E TIZ, YLt BB IZ L > TRIT SN2 TOMAEZREREZ
KL VKR VI (RL%“%Lkaﬁﬂfﬁméﬂt¥%%T$m%%ﬂﬁoit\
FRAEZZE R U Cld, THERABIH Web 1 M TEBKTEOEMEIT,

BRI OB 25 1T 535815, BENE T 2 IAE O @ &8 & Mo B8RRI B E
L. TREMAFICENT S, 7o, BERIT. 20 X9 RGEITOBERITMAZ O
RSO 2 O BRI E T 5 2 LICOW T, HANCMAZEDREEEDL D & T 5,
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6. ®ittEtXal) T4 EE

6.1 BR7DEREEE

6.1.1

6.1.2

6.1.3

6.14

6.1.5

6.1.6

6.1.7

BRT7DERK
CA %/\075 N P2 fF%lj\? upﬁ%éﬂfl%ﬂﬂ@ﬁ%%’ft%:/l‘—/v (HSM) %‘f)zﬁl/‘f\
BENDONIZNDE & HEREFF -T2 FIC K DEIC I Ak s s,

MAZA~DFHROES
ARFRRER TR LTOMAE R T, ARERER N T A REH ERANEAR I 5,
AFERERIE, R HEEOH AT EL RMAFITIMAERLARZITA SEL720, GE
FEREAMIEAR 22 AN R E 32 I (R (S TMABEARNICEMT 5, b L <R, Hilg
ST AR AT R R CHIBS AT R AR AN IR E 9 5 AT K0 BESE IS ’E DR
IRE. WRRER TR LM RATEE, GV BB SRR . 1 7 <GB
P DEEIHESND,

SRR~ DRSO
HRE L7V,

BRIITEA~D CA XNHBOEAR
CA A& T, JEAE4E HPKI Ak a 0V 738G REFHEDO TR Tl i S v b,
AFRFERIE. CAGEFAEZ VRS FUITKEM L., AT 5,

#BoOYAX

AFRRERDFATT 5 B CBAREAFEIHRL8E, RSA T /LY X LT, 2048bit &F
%o MAFIEREICHRLEIL, Ny a7 v T U XA shalWithRSAEncryption %%
ET DAL, RSA 743U XA 1024bit &35, Ny aT /L3 XA
sha256WithRSAEncryption UL %% ET 58415, RSA 703U X A% 2048bit & §°
5o

NERBD/NF A= EFRVRERE
NERAFENT A —H X, BEHTEOR LT 2 — Lo TERESND, AHE T
A—Z DEERAEIL, B EEY 2—/WZLVITbid,

ROFEABEM
AFRFER O#EIE, keyCertSign & cRLSign &1 %,
T4 HFEBHE IR D88 1E. nonRepudiation & 7%,
PRREHRE E AR 2 8¢E1F, DigitalSignature & 9%,
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6.2 FAARORERVEBESED 2 —ILEHMOERE

6.21 BEES1—ILDIZHLERE
AFRAER OFLE DT Y = — /X, US FIPS 140-2 L~UL 3 & R LI Eo#KIC
TS LD ET 5,
IMAE A FEDOKEINTE ¥ 2 — it US FIPS 140-2 L-~Ub 1 & [R5 L E OB (2 HEHL
THHDET 5,

6.2.2 HEHANI_KLIIERHDOEE
CA BFLABEICEID D5 5LE ¥ =2 — /L OEEIL, FRRERIEENICB W THEIRZ A4 548
HANDNENDE ETITH,

6.2.3 FAEROTIXY O
BRI E s TREL ENDIGEZRE . CARAROTEFEIIITDR,

6.2.4 FAEBEDNNYIT VT
CARAHHED /N 7 T 71, SR ENIC B W THERZ AT 2 EBADOIZ D
ETITY, Ele, NI T v T =X RS LS, U A M7 E R CA FAA #EICEE
T HIERIT DB S, SN I E TN BIGETIC & 2 fisE AT RE 7o (R E
FHCRE T 5,

6.25 MWEEDODT—HAT
AFRFERIE. MABRARO T — A 71X 70780,

6.26 BEEC1I—ILADFIEROKMETRY H L
CA RLA#ET., PRiFRIENICH DI LEY 2 — LNICIE B L SN TR SN 5,

6.2.7 BEBET 12— ILADIEROEIMK
IMABRARET, R HETHESFEY 2—LICASTT 5,

6.2.8 IEHEHDFMEILHE
CA FLEHE T, FHAFRMENICH A EALTE Y 2 — VN TEE(LEN D, Z O#F/ET
MERRZ AT HEHADNIES VDL & TITH .,

6.2.9 FEROIEZTMHILAE

CA FLE ST G B E=ENICH A EALTE U 2 — VN TIEIEM L S D . - OEEIT
MEFR 2T A BEEADNEND S & TIT 9,
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6.2.10 TAEROREEFE
CAFVHEH#HOBEFE T, HEADNEVDOL & THEIEARABER FIEIZL VY IThbh s,
F7o, CARRARO NNy 77 v 7R Y CA FMAOBEIEEXEDO B L LT, WERIHE
BT 5,

6.2.11 BEES1—I/LDEE
AR OFLEFEDOREATE Y = — /X, US FIPS 140-2 L-~UL 3 & R LI Eo#KIC
LT 5HDET 5,
IMAZFLAFEDOREANT 2 = —Lid, US FIPS 140-2 L~ 1 L [E45E DL _E O HRS I HEHL
THHDET 5,

6.3 MATEEICHI L E0MMOE

6.3.1 ABOT—HhA4T
ABRBEOT —HA 71X, TNEEDETENELRET D Z LICE>TIT),
CAGEE L OIMAFAGEAEIL, € OABHRAG T L To 10FRRET LI b0 L
T 5,

6.3.2 ARRIIREOENIAM L BT OFE AR
RBAERORAFDOAZIHIRNIL 10 4E L L, ABEOAZHIRIZ 20 4L 45, (AL,
BEICHT DS EX 2 U T 4 BDEETERWIEEWBIT 2o 72541, 104F L0 7L
BT ORFHEATIHEN D D,
IMAFOABRSEEOAMRIL 5 4L L, ZORAHOMH HIXABSEEEED A 2R
DSFEMZINEDET 5,

6.4 EMHET—%
6.4.1 EHET—2DERESN VR =L
AFRFERIZE W THWL NS CARVE#A LR TOIEM LT —Z DA E A A b
— Ui, KFRGER CTED LN HEICIEWE/R I L5,

6.4.2 FEHLT—2DRE
AFRAERIZB N THW SN DIEMALT — 2 13, AFRAER TE®D bAVIZBEICHE VR
SD,

6.43 FEMHET—2DFDMOEHK
HE LRV,
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65 AVEa2—42DtFxa!) T4 EHE
651ﬁm@:/t1—9®t$1U74l%Téﬁﬁ%%#
PAERE~DT 7 B AL, TOT 7 B AMEREBRESNTZEDOBRNARETHY |
AEE S L <IXID » NA T — NI XD 8EE ORBIEEZ T O HERe & 2. %%%%%ET

RO
ifi nun DX{FFHODL{Q <IN i %\nuu W@nuul“t%o 1§W§@@Eﬁ&0&é
A DB E A5 TV D

652 aAYEa—432tXxalT«5HE
HUE L7,

6.6 T4 74V IILDBNTHER

6.6.1 ATLEARER
REFER D> AT ML, W ME SN TON - EHE T 2T SN LD
BT,
RIILH D> AT JTHOWTIE, BRI CIREIND RONAENF R TE S X
I, ML AT L0, OS KOT 7 U r—3 a Va5,

RIS D Y AT MR HEESR. OS K OT7T 7Y r—3 g 2 BHT 58615, BHai
B 21T\ BHarE TR 5,

aazt#JU%4Lm%ﬂ
PRRERR I L OVR >y N U — 7 B OFIHEA ., HEEBINCR EEEEEZITOLEIE. K

FNALE ) THUE S VI FIEICHE > THERET 5,

6.63 A 7L ILDEXTL) T4 EE
X2 VT 0 OFEFEICE T A EREAZINE L, WYY A 7V TRIFTOEX 2 7

S EHNEBEAT LD, X2 )T 4R — AV TF =y 7 %2479, BX 20T ¢ R
7o MESCHETIME 7 ER WA MREEREEIZ CRMEE L, LB U CRRIEHE 2 i3 5,

6.7 2y rI—ODEXL) T4 EE
AR, ARy T —ZICH LTI 7 A T U+ — %N L CHRREZITY & L I

RIERARA S AT LEEANT L0 8+t da ) 7 1 REXIRAH L D,
F 72, RERRIEE OWEEICB W TIE, KaliEslE DRRRERe, %{umﬁ@(mﬁﬁgﬁoﬂﬁé/\/

OB IEHEEZ# L D,
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6.8 BALRZT
AR L. TSV A — a3 VEICB W CIERE AR - B AT 5720, NTP H—
v 2 L AL AT 9,
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SRAERUVEMURFRUTOCSPOTOA T 74 )L

7.1 SIRAEOTO 7 AL
AFRER D FAT S D B FREAEIL, Xm9ﬂ~v5/37f~v/b£%$ﬁﬁ gl
ER S A, F 7B FREEIE X500 #5114 (DN) | —RIZHEN SN bDET D,
ﬁmﬁ%#%ﬁ¢5@%£%i®7m774w@ﬁmi 71108 LT 5,

F7.1.1 FEHEL O T 7 A LIEE

FIERA EAER EAREH w774V JERER S e 7 7 A L
SHA-1 x4 ] CA GEBE #17.1.2 #17.1.3
SHA-1 xHIGREREA CA FERA# #1714 #1715
SHA-1 *hiZE 4 H e 7 17.1.6 #7.1.7
SHA-1 % i F2RE FH RIERA 3 #1718 #17.1.9
SHA-256 %fi &4 M CA GEHE 7 7.1.10 # 7.1.11
SHA-256 xfia@al H CA FER & #7.1.12 7 7.1.13
SHA-256 )& &4 FHRE & #7.1.14 # 7.1.15
SHA-256 %f)&adat Ak 35 #17.1.16 #7.1.17

711 N—T 3 0FEE
AR NIITT HEFEAEIT, X509 X—V 3> 3 74—~ v MEAERAIC X
D ERR S LD,

7.1.2 FEAEDOHGREE (REERELIFORMEST)
AR BFATT 2 A E ORI O 7 1 7 7 A VIEEE 7.1.1 OYBRER T v 7 7
ANDEY LT 5,
725, SubjectDirectoryAttributes §IL9E T 5 frfd =R AL B O B (hcRole)
[ZOWTIE, ACPS 17.1.10 frfEEFEEHLEF OBEYE (hcRole) | TED D,

713 FILIYXLFAT Yy MERIF
AFRAERNHATT DB FEAEL N CRLICB T 2E4 7L Y XA
SHA1withRSAEncryption (1.2.840.113549.1.1.5) Xi% sha256W1thRSAEncryption
(1.2.840.113549.1.1.11) TH ¥ | K& LTI G S 412 B IEHEFITH OLBH#ET
L= U X LE, RSAEncryption (1.2.840.113549.1.1.1) TH 5,
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7.1.4 AFEIOEAR

AFAERDBFEATT 2K EFAEAFICRBIT HRENRIL, £7.1.1DHEY THD,

R

7.1.5 &HiIHH
7z,

716 CPAIT Yy FERIF

KRABRER D FATT 2 B4 HGEAE M ORRGEMREAEO A7 ¥ = 7 Ml 713, # 1.2

DBEY Th D,

7.1.7 R HIEYEE
ERHL72uN,

7.1.8 R VEHFOEXRUVELK
HE L7,

7.1.9 EFEBRZERY IR T 4 —IL FDFK L
HPKI-CP A7 ¥ = 7 Nkl F 2k 5,
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#1712 SHA-1 &IGEA M CAGERE T v 7 7 AL (BAREE)
HH RIE B

Version Verd &35,
SerialNumber [ — LR FATT DA EFEN T2 =— 2 REL T 5,
Signature shalWithRSAEncryption
Validity

NotBefore 4T HEF (UTCTime THET 5.)

NotAfter thisUpdate + 20 LA F (UTCTime TEHET 5,)
Lssuer WD A9 éf’ \ ‘(CountryName % Printable, %

LA E UTF-8 TRk 3 5)
CountryName JP
OrganizationName Ministry of Health, Labour and Welfare

OrganizationUnitName

Health Policy Bureau

OrganizationUnitName

WHFOMEMAT D, (CountryName i Printable, %

Subject ALISME UTF-8 Taiibd %)
CountryName JP
OrganizationName Japan Medical Association

OrganizationUnitName

Regulated Healthcare Professional Union CA

O
O
O
O
O
O
O
O
O
O
O | MHLW HPKI Root CA
O
O
O
O
O
O
O
O
X
X
O

CommonName HPKI-01-HPKI_J- forNonRepudiation
SubjectPublicKeyInfo

Algorithm rsaEncryption

SubjectPublicKey RSA /B #{E (2048bit)
IssuerUniquelD
SubjectUniquelD
Extensions PLaRsERL (£ 7.1.3) &M

Fho, TO) FE, [X] FRELRWI EEET,
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#7.1.3 SHA-1 %)% CAGEAET 0 7 7 A4 /v (JLiEfEEL Extensions)

HE RE B Critical
authorityKeyldentifier O FALSE
keyldentifier O | EAFEEAFORNBRSEED SHA-1 Ny ¥ =2 fH
authorityCertIssuer O £§&$® SR ﬁ_ ck (Country\lé\la\n}e 1
Printable, Z#LLI4ME UTF-8 Titikd %)
c=JP
drecoryName || 0| 7 Mot Head Labour and Wolar
ou= MHLW HPKI Root CA
authorityCertSerial O | EfGFERAEO Y TLE S
subejctKeyldentifier O | ZOFEHEFEDAREED SHA-1 Ny ¥ =2 fH FALSE
KeyUsage O KeyCertSign | CRLSign TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
certPolicyld O ]1.2.392.100495.1.5.1.1.3.1
policyQualifiers O
cPSuri O http://hpki.mhlw.go.jp/repository/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes X
basicConstraints X TRUE
CA O TRUE-
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName o ﬁﬁi@ HERT D, (CountryIA\IaErpe [
Printable, Z#LLI4ME UTF-8 Titik4 %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O | ou= Health Policy Bureau
ou=MHLW HPKI Root CA
cn=SARL
}lélsrfi]irgeliesource O http://hpki.mhlw.go.jp/repository/rlist/sarl.crl
subjectInfoAccess X
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authoritylnfoAccess VAN FALSE
KD, TO) IFRE, X IETRE LRV L EEKT,
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# 7.1.4 SHA-1 MJEGEREA CAGEIET 0 7 7 A )L (GEATEIR)
HE RE LB

Version Verd £9%,
SerialNumber A —RSRE RN FAT T DREEN T =— 7 i & T 5,
Signature shalWithRSAEncryption
Validity

NotBefore #17THK; (UTCTime CTHRET 5,)

NotAfter thisUpdate + 20 LA (UTCTime TET 5, )
lesuer B TOHMEHT 5, (CountryName |d Printable, %

NLIAME UTF-8 T3 5)
CountryName JP
OrganizationName Ministry of Health, Labour and Welfare

OrganizationUnitName

Health Policy Bureau

OrganizationUnitName MHLW HPKI Root CA
Subject BT OREHT 5, (CountryName |3 Printable, %
NLIAME UTF-8 T3 5)
CountryName JP
OrganizationName Japan Medical Association

OrganizationUnitName

Regulated Healthcare Professional Union CA

O|X|X]|O OO0 O O|0] O |00 O O] O |OO0|0]0|0|0

CommonName HPKI-01-HPKI_J-forAuthentication-forIndividual
SubjectPublicKeyInfo
Algorithm rsaEncryption
SubjectPublicKey RSA /B #{E (2048bit)
IssuerUniquelD
SubjectUniquelD
Extensions PLaRERL (R 7.1.5) &M
Ko, TO] RE, [X] FRELRNVI LEET,
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# 7.1.5 SHA-1 %57

FEH CAREE 1 7 7 4 /L (JLIRFHIK Extensions)

HE RE B Critical
authorityKeyldentifier O FALSE
keyldentifier O | EAFEEAFORNBRSEED SHA-1 Ny ¥ =2 fH
. JHFOHMEMN TS, (CountryName (I
authorityCertIssuer O Printable. ZHLLIAh+ UTF-8 C3ikd2)
c=JP
drecoryName || 0| 7 Mot Head Labour and Wolar
ou= MHLW HPKI Root CA
authorityCertSerial O | EfGFERAEO Y TLE S
subejctKeyldentifier O | ZOFEHEFEDAREED SHA-1 Ny ¥ =2 fH FALSE
KeyUsage O KeyCertSign | CRLSign TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
certPolicyld O ]1.2.392.100495.1.5.1.2.3.1
policyQualifiers O
cPSuri O http://hpki.mhlw.go.jp/repository/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes X
basicConstraints X TRUE
CA O TRUE-
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName o ﬁﬁi@ HERT D, (CountryIA\IaErpe [
Printable, Z#LLI4ME UTF-8 Titik4 %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O | ou= Health Policy Bureau
ou=MHLW HPKI Root CA
cn=SARL
}lélsrfi]irgeliesource O http://hpki.mhlw.go.jp/repository/rlist/sarl.crl
subjectInfoAccess X
©Copyright 2021  A#fEHEN AARERZ  All rights reserved. 63




authoritylnfoAccess VAN FALSE

FHo, TO) ITEE, X IFERELWVWZ EE2EKT,
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# 7.1.6 SHA-1 xSEA HGEHE T 7 7 7 A /b (FEAHHIR)

HE RE LB
Version O |[Ver3d &7 5,
SerialNumber O | A—/FERBFITT D EN T2 =— 7 i L T 5,
Signature O | shalWithRSAEncryption
Validity O
NotBefore O | #&fTHKF (UTCTime THRET D,)
NotAfter O | thisUpdate + 5 2L F (UTCTime T ET 5,)
lesuer O Yo T D I d 5: o ‘(CountryName I% Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName O |[JP
OrganizationName @) Japan Medical Association
OrganizationUnitName @) Regulated Healthcare Professional Union CA
CommonName @) HPKI-01-HPKI_J-forNonRepudiation
Subject o ﬁ?ﬁ?OD e Chcn 6; o ‘(CountryName I% Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName © |JP
OrganizationName O A @ﬁf%%%?%ﬁ%@%ﬁﬁ%iﬁ .
Z OSEITER G4 & 0 —~ 5 TRk
OrganizationUnitName O b[?ﬂ.%fﬁi il EEJ% 7 %@% DEHE LR
Director| 3TF-51% #&#H
CommonName © | MAFEDORAL D —~<F %5l
SerialNumber O | EfERaEsR el
SubjectPublicKeyInfo @)
Algorithm @) rsaEncryption
SubjectPublicKey O | RSA ZABA#EfE (1024bit)
IssuerUniquelD X
SubjectUniquelD X
Extensions O | yroksEE (% 7.1.7) M

#Ho, TO] #E, TO)] BRIV YA, TA] 7var, IX] TR ELRNWT &
IR,
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# 7.1.7 SHA-1xf0EA MREAE T v 7 7 A L (YRR Extensions)

HE RE B Critical
authorityKeyldentifier O FALSE
keyldentifier O | EAGEEAZEOARED SHA-1 /Ny ¥ = fi
authorityCertIssuer O £§&$® i ﬁ_ ck (Country\lé\la\n}e 1
Printable, Z#LLI4ME UTF-8 Titik4 %)
c=JP
GresoryName | 0|07 Mty ol Lbourand ol
ou= MHLW HPKI Root CA
authorityCertSerial O | EffgEAEDO U TIILES
subejctKeyldentifier O | ZOHAZEOAEED SHA-1 /Ny ¥ = fi FALSE
KeyUsage O nonRepudiation TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier @)
certPolicyld O 1.2.392.100495.1.5.1.1.3.1
policyQualifiers @)
cPSuri @) http://www.pki.med.or.jp/certpolicy/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes ©
basicConstraints X
CA X
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O
ilélgfl(ggeliesource O http://crl.pki.med.or.jp/repository/crl/crl-sign.crl
subjectInfoAccess X
authorityInfoAccess A FALSE
Ko, TO) FRE, [} TRELRNWI LekT,
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#7.1.8 SHA-1 XCERFEAGEAE Y 0 7 7 A /b (GEARGEE)

HE RE LB
Version O |[Ver3d &7 5,
SerialNumber O | A—/FERBFITT D EN T2 =— 7 i L T 5,
Signature O | shalWithRSAEncryption
Validity O
NotBefore O | #&fTHKF (UTCTime THRET D,)
NotAfter O | thisUpdate + 2 2L F (UTCTime CTiET 5,)
lesuer O Yo T D I d 5: o ‘(CountryName I% Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName O |[JP
OrganizationName @) Japan Medical Association
OrganizationUnitName @) Regulated Healthcare Professional Union CA
CommonName @) HPKI-01-HPKI_J-forAuthentication-forIndividual
Subject o ﬁ?ﬁ?OD e Chcn 6; o ‘(CountryName I% Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName © |JP
OrganizationName O A @ﬁf%%%?%ﬁ%@%ﬁﬁ%iﬁ .
Z OSEITER G4 & 0 —~ 5 TRk
OrganizationUnitName O b[?ﬂ.%fﬁi il EEJ% 7 %@% DEHE LR
Director| 3TF-51% #&#H
CommonName © | MAFEDORSL Z v —~F & il
SerialNumber O | EfERaEsR el
SubjectPublicKeyInfo @)
Algorithm @) rsaEncryption
SubjectPublicKey O | RSA ZABA#EfE (1024bit)
IssuerUniquelD X
SubjectUniquelD X
Extensions O | yroksEE (% 7.1.9) M

z#Ho, TO] #E, TO] BRIV YA, TA] 7 ar, IX] FRELRWT
IR,
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#7.1.9 SHA-1 %SERFEAGEAE 7 7 7 4 )V (JEiEfEE Extensions)

HE RE B Critical
authorityKeyldentifier O FALSE
keyldentifier O | EAGEEAZEOARED SHA-1 /Ny ¥ =i
authorityCertIssuer O £§&$® SR ﬁ_ ck (Country\lé\la\n}e 1
Printable, Z#LI4ME UTF-8 Titikd %)
c=JP
drecoryName || © | 7 Mot Head Labour and Wolar
ou= MHLW HPKI Root CA
authorityCertSerial O | EfffERAEDO U TIILES
subejctKeyldentifier O | ZOHAZEOAEED SHA-1 /Ny ¥ = fi FALSE
KeyUsage O DigitalSignature TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier @)
certPolicyld O 1.2.392.100495.1.5.1.2.3.1
policyQualifiers @)
cPSuri @) http://www.pki.med.or.jp/certpolicy/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes ©
basicConstraints X
CA X
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O
}ﬁiﬁgﬁes‘mce O | httpi//crl.pki.med.or.jp/repository/crl/crl-auth.crl
subjectInfoAccess X
authorityInfoAccess A FALSE
Ko, TO) FRE, [X) TRELRNWI LekT,
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% 7.1.10 SHA-256 5524 CAGFHE T 0 7 7 A )L (FEARGEER)

HE RE LB

Version Verd &35,
SerialNumber A —RSRE RN FAT T DREEN T =— 7 i & T 5,
Signature sha256WithRSAEncryption
Validity

NotBefore #17THK; (UTCTime CTHRET 5,)

NotAfter thisUpdate + 20 #£LL T (UTCTime TiXET 5, )
lesuer B D Zfﬁiﬁﬁﬁ‘%{ o ‘(CountryName I% Printable, %

MLISME UTF-8 TRtk 9 2)
CountryName JP
OrganizationName Ministry of Health, Labour and Welfare

OrganizationUnitName

Director-General for Policy Planning and Evaluation

OrganizationUnitName

MHLW HPKI Root CA V2

Subiect BT OREHT 5, (CountryName |3 Printable, %
e NLISHE UTF-8 Ttk ¥ %)
CountryName JP
OrganizationName Japan Medical Association

OrganizationUnitName

Digital Certificate Center

O|X|X]|O OO0 O O|0] O |00 O O] O |OO0|0]0|0|0

CommonName HPKI-01-HPKI_JV2- forNonRepudiation
SubjectPublicKeyInfo
Algorithm rsaEncryption
SubjectPublicKey RSA /B #{E (2048bit)
IssuerUniquelD
SubjectUniquelD
Extensions LR (£ 7.1.11) &R
Ko, TO] RE, [X] FRELRNVI LEET,
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# 7.1.11 SHA-256 % CAFEHAE 10 7 7 A )L (JL9EMEE Extensions)

HHE RE B Critical
authorityKeyldentifier O FALSE
keylIdentifier O | BEEFAFEOABIEED SHA-1 /Ny ¥ =i
thoritvCortl O T ORMEMT 5,  (CountryName |
amonty e ssuer Printable, £ LISHE UTF-8 Tilikid %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O ou= Director-General for Policy Planning and
Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | EffEAES VY T AEE
subejctKeylIdentifier O | ZOiFHEDARED SHA-1 Ny ¥ =2l FALSE
KeyUsage O KeyCertSign | CRLSign TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
certPolicyld O 1.2.392.100495.1.5.1.1.3.1
policyQualifiers O
cPSuri O http://hpki.mhlw.go.jp/repository/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes X
basicConstraints X TRUE
CA O TRUE-
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName o BT ORMEMT 5,  (CountryName I3
Printable, Z#LL4MNE UTF-8 Titikd %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O ou= Dlr(?ctor-General for Policy Planning and
Evaluation
ou=MHLW HPKI Root CA V2
cn=SARL
uniformResource . . . . .
Identifior O http://hpki.mhlw.go.jp/repository/rlist/sarl2.crl
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subjectInfoAccess X
authorityInfoAccess VAN FALSE
KPD, TO] 1FRE, [X] BRELRNWZ L 2ET,
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#7.1.12 SHA-256 5tSg8iE CAGFBHE T 0 7 7 A )L (FEARGEER)

HE RE LB

Version Verd &35,
SerialNumber A —RSRE RN FAT T DREEN T =— 7 i & T 5,
Signature sha256WithRSAEncryption
Validity

NotBefore #17THK; (UTCTime CTHRET 5,)

NotAfter thisUpdate + 20 #£LL T (UTCTime TiXET 5, )
lesuer B D Zfﬁiﬁﬁﬁ‘%{ o ‘(CountryName I% Printable, %

MLISME UTF-8 TRtk 9 2)
CountryName JP
OrganizationName Ministry of Health, Labour and Welfare

OrganizationUnitName

Director-General for Policy Planning and Evaluation

OrganizationUnitName

MHLW HPKI Root CA V2

Subiect BT OREHT 5, (CountryName |3 Printable, %
e NLISHE UTF-8 Ttk ¥ %)
CountryName JP
OrganizationName Japan Medical Association

OrganizationUnitName

Digital Certificate Center

O|X|X]|O OO0 O O|0] O |00 O O] O |OO0|0]0|0|0

CommonName HPKI-01-HPKI_JV2-forAuthentication-forIndividual
SubjectPublicKeyInfo
Algorithm rsaEncryption
SubjectPublicKey RSA /B #{E (2048bit)
IssuerUniquelD
SubjectUniquelD
Extensions LR (£ 7.1.13) &R
Ko, TO] RE, [X] FRELRNVI LEET,
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# 7.1.13 SHA-256 xfGadal ] CAREAE 7 1 7 7 A /L (JE3EGES Extensions)
HA RE B Critical
authorityKeyldentifier O FALSE
keylIdentifier O | BEEFAFEOABIEED SHA-1 /Ny ¥ =i
thoritvCortl O FEHFOREHT 5,  (CountryName (%
amonty e ssuer Printable, £ LISHE UTF-8 Tilikid %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O ou= Director-General for Policy Planning and
Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | EffEAES VY T AEE
subejctKeyldentifier O | ZOiFHEDARED SHA-1 Ny ¥ =2l FALSE
KeyUsage O KeyCertSign | CRLSign TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
certPolicyld O 1.2.392.100495.1.5.1.2.3.1
policyQualifiers O
cPSuri O http://hpki.mhlw.go.jp/repository/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes X
basicConstraints X TRUE
CA O TRUE-
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName o BT ORMEMT 5,  (CountryName I3
Printable, Z#LL4MNE UTF-8 Titikd %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O %u= Dlr(?ctor-General for Policy Planning and
valuation
ou=MHLW HPKI Root CA V2
cn=SARL
uniformResource . . . . .
Identifior O http://hpki.mhlw.go.jp/repository/rlist/sarl2.crl
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subjectInfoAccess

X
authorityInfoAccess VAN FALSE

zHo, TO) ITEE, X IFERELLWVWZ EE2ERT,
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# 7.1.14 SHA-256 xiis B4 MREAE 7 1 7 7 A b (FEAGEI)

HHE BRE B
Version O |[Ver3d &7 5,
SerialNumber O | A—/FERBFITT D EN T2 =— 7 i L T 5,
Signature O sha256WithRSAEncryption
Validity O
NotBefore O | #&fTHKF (UTCTime THRET D,)
NotAfter O | thisUpdate + 5 2L N (UTCTime T ET 5,)
lesuer O Yo T D I d 5: o ‘(CountryName I% Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName O |[JP
OrganizationName @) Japan Medical Association
OrganizationUnitName O | Digital Certificate Center
CommonName @) HPKI-01-HPKI_JV2-forNonRepudiation
Subject o ﬁ?ﬁ?OD e Chcn 6; o ‘(CountryName I% Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName © |JP
OrganizationName O A @ﬁf%%%?%ﬁ%@%ﬁﬁ%iﬁ .
Z OSEITER G4 & 0 —~ 5 TRk
OrganizationUnitName O b[?ﬂ.%fﬁi il EEJ% 7 %@% DEHE LR
Director| 3TF-51% #&#H
CommonName © | MAFEDORSL Z v —~F & il
SerialNumber O | EfERaEsR el
SubjectPublicKeyInfo @)
Algorithm @) rsaEncryption
SubjectPublicKey O | RSA /ABA#E( (2048bit)
IssuerUniquelD X
SubjectUniquelD X
Extensions O | yEoRsEEL (X 7.1.15) M

z#Ho, TO] #E, TO] BRIV YA, TA] 7 ar, IX] FRELRWT
IR,
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% 7.1.15 SHA-256 %24

SFIAE v 7 7 AL (JEiEfEIR Extensions)

HE RE LB Critical
authorityKeyldentifier O FALSE
keyldentifier O | EAEEAFORNBREED SHA-1 Ny ¥ =2 fH
authorityCertIssuer O %ﬁ?O) i ﬁ_ ck (Country\lé\IaEn}e 1
Printable, Z#LLI4ME UTF-8 Titik4 %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O | ou= Director-General for Policy Planning and
Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | EffEAESC U T ALER
subejctKeyldentifier O | ZOFEHEFEDOAREED SHA-1 Ny ¥ =2 fH FALSE
KeyUsage O nonRepudiation TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
certPolicyld O ]1.2.392.100495.1.5.1.1.3.1
policyQualifiers O
cPSuri O http://www.pki.med.or.jp/certpolicy/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes ©
basicConstraints X
CA X
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O
?géi(ggeljesource O http://crl.pki.med.or.jp/repository/crl/crl-sign2.crl
subjectInfoAccess X
authorityInfoAccess A FALSE
Ko, TO) FRE, [X) TRELRNWI LekT,
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# 7.1.16 SHA-256 ®}GiRFEHGEHE Y v 7 7 4 v (FEARmE)

HHE BRE B
Version O |[Ver3d &7 5,
SerialNumber O | A—/FERBFITT D EN T2 =— 7 i L T 5,
Signature O | sha256WithRSAEncryption
Validity O
NotBefore O | #&fTHKF (UTCTime THRET D,)
NotAfter O | thisUpdate + 5 2L F (UTCTime T ET 5,)
lesuer O Yo T D I d 5: o ‘(CountryName I% Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName O |[JP
OrganizationName @) Japan Medical Association
OrganizationUnitName O | Digital Certificate Center
CommonName @) HPKI-01-HPKI_JV2-forAuthentication-forIndividual
Subject O ﬁ?&?@ FAE 6; o ‘(CountryName IZ Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName © |JP
OrganizationName o NN 73 EEHRAE A D8 BRE D6 132

Z DL AT EREAERY & v —~ 7 TR

A DS SRS B D& B O 56 (T H

OrganizationUnitName O "Director] > 3C-251|% F it
CommonName © | MAFEDORSL Z v —~F & il
SerialNumber O | EfERaEsR el
SubjectPublicKeyInfo @)
Algorithm @) rsaEncryption
SubjectPublicKey O | RSA /ABA#E( (2048bit)
IssuerUniquelD X
SubjectUniquelD X
Extensions O | yroRsEE (X 7.1.17) M

z#Ho, TO] #E, TO] BRIV YA, TA] 7 ar, IX] FRELRWT

ERT,

©Copyright 2021  A#fEHEN AARERZ  All rights reserved. 77




# 7.1.17 SHA-256 *tGRREHREHE Y v 7 7 A /v (JE5EMEK Extensions)

HE RE B Critical
authorityKeyldentifier O FALSE
keyldentifier O | EEEFAFEOABIEED SHA-1 /Ny ¥ =i
authorityCertlIssuer O %iﬁ\?@ﬁﬁﬁﬁ 75 ° iC\o‘u ntryName (% Printable,
LN LSNE UTF-8 TRtk 4 %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O ou= Director-General for Policy Planning and
Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | EffEAES Y T AEE
subejctKeylIdentifier O | ZOFEHEDOAEED SHA-1 Ny ¥ = ff FALSE
KeyUsage O DigitalSignature TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
certPolicyld O 1.2.392.100495.1.5.1.2.3.1
policyQualifiers O
cPSuri O http://www.pki.med.or.jp/certpolicy/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes ©
basicConstraints X
CA X
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O
‘I‘Q‘;flotli”geljesoum O | http/erl.pki.med.or.jp/repository/crl/crl-auth2.crl
subjectInfoAccess X
authorityInfoAccess A FALSE
Ko, TO) FRE, [X) TRELRNWI LekT,
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7.1.10 REEEHREUTFOREME (hcRole)
(1) ¥7v=2 b7 427 b YJEMSLHE TO heRole @D

A CPS Tli&. HPKI-CP 27V, ISO 17090 THIE L 7= heRole JEMEA TRCICRT L 517\
77 AN L THWSZ LIZT 5,

subjectDirectoryAttributes D attrType IZ 1% hcRole x # + OID
{ id-hcpki-at-healthcareactor } ##% &3 5,

attrValue (¥ HCActorData T, HCActor @ codedData Tl codeValueData (LM 7",
codeDataFreeText # H\ %,

K CPS Tl coding scheme reference @ OID & L T ISO coding scheme reference % fV 9",
HPKI-CP TE®» bil/c3 7.8 D& %27 5 local coding scheme reference @ OID I3,
{ iso(1) member-body(2) ip(392) mhlw(100495) jhpki(1) hcRole(6)
national-coding-scheme-reference(1) version(1) } & A\ 5, EHL L, £ 7.1.5 1R T X H 2K
shFestz W UTFS8string TR ET 5,

subject NEEDER A AT H5E 1%, HCActorData (&4 %5 D HCActor 7% &4 5 Z &8
T& 2,

ARILRIE, IMAE DEFERRAE K OEREREOERE OLEIINHALE T 5,

#17.1.5 HPKI &84 7 —7 /v (codeDataFreeText M E 7%

Gkt (ERER) Bl
‘Medical Doctor’ =]
‘Dentist’ A} = Al
‘Pharmacist’ FEFHIEm
G4 (EREEOEHEMLS) A
‘Director of Hospital’ bR
‘Director of Clinic’ IRt R
‘Supervisor of Pharmacy’ (EgiiB el
‘Proprietor of Pharmacy’ FIRBARRE
‘Director’ T OO PRAEE IR AR O R

W) B4 DU — R OZE AT —{#? Space (x20) &35,

52 Directors M % i H 3 55 A 1L Subject 7 1 — /L K@ OrganizationName M Y
OrganizationUnitName |Z76C, OrganizationName (Z{REEZE BB AERI L 2 58 e —~
T CHG L. OrganizationUnitName (Z”Director” ® L4 203 5,
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(2) HPKI hcRole g7 7 7 1 )L

*

A CPS Tix., HPKI-CP 2V, ISO IS 17090 IZ7E 8 H 7= heRole J@1Ed ASN.1 £33t & UL
DrHscTueTr AT 5,

use)

hcRole ATTRIBUTE : := {

Jp(392) mhlw(100495) jhpki (1)}

HCActorData :: = SET OF HCActor

HCActor :: = SEQUENCE ({

CodedData :: = SET {

(defined above)

RegionalData :: = SEQUENCE { } -- Do not define in Japanese HPKI CP

WITH SYNTAX HCActorData
EQUALITY MATCHING RULE hcActorMatch

SUBSTRINGS MATCHING RULE hcActorSubstringsMatch

ID

id-hcpki-at-healthcareactor}

Assignment of object identifier values
The following values are assigned in this Technical Specification:

id-hcpki OBJECT IDENTIFIER :: = {iso (1) standard (0) hcpki (17090)}
id-hcpki-at OBJECT IDENTIFIER :: = {id-hcpki 0 }
id-hcpki-at-healthcareactor OBJECT IDENTIFIER :: = {id-hcpki-at 1}
id-hcpki-cd OBJECT IDENTIFIER :: = {id-hcpki 1}

Following values are defined in Japanese HPKI CP:
id—jhpki OBJECT IDENTIFIER :: =
{iso (1) member-body (2)

id-jhpki-cdata OBJECT IDENTIFIER :: = { id-jhpki 6 1 1 }

Definition of data types:

codedData [0] CodedData,
regionalHCActorData [1] SEQUENCE OF RegionalData OPTIONAL } —- Notel (Do not

codingSchemeReference [0] OBJECT IDENTIFIER,

- Contains the ISO coding scheme Reference

- or local coding scheme reference achieving ISO registration.

- Local coding scheme reference in Japanese HPKI is id-jhpki-cdata

- In this profile, use this OID: Note 2

- At least ONE of the following SHALL be present

codeDataValue [1] NumericString OPTIONAL, -- Note 3 (Do not use)
codeDataFreeText [2] DirectoryString } —-— Note 4

Notel : HCActor ® regionalHcActorData i, A CPS TixfEH L7Z2w>,

Note?2 :

HA? HPKI-CP CTiE 7= local coding scheme reference ® OID X, idjhpkicdata {iso(1)
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member-body(2) ip(392) mhlw(100495) jhpki(1) hcRole(6)
national-coding-scheme-reference(1) version(1) } &3%, Z® OID %, & 7.4 D&KL &S
B9 5,

Note3 : A& CPS Tl¥ CodedData ® codeDataValue IZHV 72\,

Note4 : A& CPS TlX. codeDataFreeText & L T® DirecroryString (2133 7.4 \ZHE L7= ‘Medical
Doctor’ 7¢ K DHFEXRFLOEML & H D, F7-. DirecroryString |+ UTF8String CT=> =
—RFLEEbDEMS, v v F oI A—WIALF ) =<y F 7LD,
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7.2 FSFRAELRHIVRA FOTOTFAIL
RIBFERNIHITTH CRLOT 1 7 7 A )LOFFEMIX, £ 721080 95,

DN - Vil FEAGHIR CRL = Y LESH CRL $EIREEIK

SHA-1 %f)iis #1722 #1723 #1724

B4 MGEAERD Y A b

SHA-1 %f)iis #1725 #1726 #7.2.7
PREHEEHERS U 2 b

SHA-256 *J)i #1728 #17.2.9 # 17.2.10

B4 MGEAERD Y A b

SHA-256 xf)iis #7.2.11 #7.2.12 #17.2.13

PR HREHE RS U A b

721 N— a3 &S

RFLEERAIITT 5D CRLIZ. X509CRL 74—~ v MNERONR—T 3 0 21205 b0 &1

éo

7.2.2 CRL & CRL TV M) YieESEE
REEERNEITTA CRLO a7 7 A4 VELLFITRT,

# 7.2.2 SHA-1 xfItE4 HREAERY A b7 a7 7 AL

74— K RIE B
Version O |Ver2 75,
Signature O | shalWithRSAEncryption
Lester o BT O E AT Ei . (?ountryName IZ Printable, %
NLSME UTF-8 Thtik 3 %)
CountryName O |JP
OrganizationName O | Japan Medical Association
OrganizationUnitName O Regulated Healthcare Professional Union CA
CommonName O HPKI-01-HPKI_J- forNonRepudiation
ThisUpdata O | CRL#1THKf (UTCTime CTEET D)
NextUpdate O | thisUpdate + 96 I¢fi] (UTCTime TET 5, )
RevokedCertificates O
UserCertificate O | KEL7-FEHED serialNumber % 7k,
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RevocationDate O | KEhHKEETHT D,

CrlEntryExtensions O | JEokmEE (& 7.2.3) &
CrlExtensions O | IR (£ 7.2.4) S

# 7.2.3 SHA-1 {ISEAMEHERDY A o7 a7 7 AL
(CRL = U Jz5E5H crlEntryExtensions)

ZA4—IVFK RE B Critical
ReasonCode O FALSE
HoldInstructionCode X
InvalidityDate X
Certificatelssure X

# 7.2.4 SHA-1 QB HGEAERZ Y X FOT 07 7 A )L
(CRL JL5E#EIK crlExtensions)
T4 —IVF BRE B Critical
AuthorityKeyldentifier O FALSE
keyldentifier O | RERIEHEO AR SHA-1 Ny ¥ =2 fd
BT ORMEMT 5,  (CountryName I3
authorityCertIssuer O ) o
Printable, “Z#LLI4M % UTF-8 Citik 7 5)
c=JP
o= Ministry of Health, Labour and
directoryName Welfare
ou= Health Policy Bureau
ou= MHLW HPKI Root CA
authorityCertSerial O | #AERREEOFEAE S Y 7LV E 5
IssuerAltName X
CRLNumber O 128bit LL T DIEDOFEEL
DeltaCRLIndicator X
IssueingDistributionPoint X
FreshesCRL X
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#1725 SHA-1 %GR EHFEHERZDY A o7 a7 741

74 —VR RE Bk
Version O |Ver2 75,
Signature O | shalWithRSAEncryption
Lester o WO BAE T %fi » (CountryName (% Printable, %
LML UTF-8 Thtik 3 %)
CountryName O |JP
OrganizationName O | Japan Medical Association
OrganizationUnitName O Regulated Healthcare Professional Union CA
CommonName O HPKI-01-HPKI_J-forAuthentication-forIndividual
ThisUpdata O | CRL#1THIK; (UTCTime CTERET 5,)
NextUpdate O | thisUpdate + 96 F¢fi] (UTCTime TRET 5.)
RevokedCertificates O
UserCertificate O | KELT-FEHED serialNumber % 7k,
RevocationDate O | RHBEFFZLET D,
CrlEntryExtensions O | Lok (% 7.2.6) &M
CrlExtensions O | JroEfEE (X 7.2.7) 2]

# 7.2.6 SHA-1 MISFRAEMGEHFERD Y X b OT 7 7 A L
(CRL = kU §53E%H crlEntryExtensions)

TA—IVEF RIE B! Critical
ReasonCode O FALSE
HoldInstructionCode X
InvalidityDate X
Certificatelssure X
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#7.2.7 SHA-1 %SG EHFEHERDY A o7 a7 74
(CRL ¥EaERE L crlExtensions)

T A4—=NEF RIE B Critical
AuthorityKeyldentifier @) FALSE
keyldentifier O | REERRENFEOARSEEO SHA-1 Ny ¥ =2 ff
suthorityCertIssuer o BT ORERT 5, (CountryIA\IaTrTle X
Printable, Z#LI4ME UTF-8 Titik 3 %)
c=JP
o= Ministry of Health, Labour and
directoryName Welfare
ou= Health Policy Bureau
ou= MHLW HPKI Root CA
authorityCertSerial O | REERAEAFEOENE Y Y T LVE S
IssuerAltName X
CRLNumber O | 128bit LA F D IEDFEESK
DeltaCRLIndicator X
IssueingDistributionPoint X
FreshesCRL X

# 7.2.8 SHA-256 3t B4 HAEAERZN U A b7 a7 74 v

74— K RIE B
Version O |Ver2 75,
Signature O | sha256WithRSAEncryption
Lester o WHF O B 54 » (CountryName /% Printable, %
NLISHE UTF-8 Triik 4 %)

CountryName O |JP

OrganizationName O | Japan Medical Association

OrganizationUnitName O Digital Certificate Center

CommonName O HPKI-01-HPKI_JV2- forNonRepudiation
ThisUpdata O | CRL#1THKf (UTCTime CTEET D)
NextUpdate O | thisUpdate + 96 F¢fi] (UTCTime TRET 5.)
RevokedCertificates O

UserCertificate O | K LT-FEHED serialNumber % i#k,

Copyright 2018 A#stEHIE N H AERZ All rights reserved.

85



RevocationDate O | KEhHKEETHT D,

CrlEntryExtensions O | $EokmEE (& 7.2.9) &
CrlExtensions O | R (£ 7.2.10) &R

#17.2.9 SHA-256 B4 HGEHERD Y X o7 m 7 7 A L
(CRL = U Jz5E5H crlEntryExtensions)

TAL—IVEF RIE LA Critical
ReasonCode O FALSE
HoldInstructionCode X
InvalidityDate X
Certificatelssure X

#7.2.10 SHA-256 xHSEAHREHER Y A o7 a7 7 AL
(CRL #rik s8Ik crlExtensions)
TZA—NVEF RIE LA Critical
AuthorityKeyldentifier O FALSE
keyldentifier O | RERIEHEO AR SHA-1 Ny ¥ =2 fd
authorityCertlssuer O FFDHEIT 5. (Countryl—\Iame .
Printable, Z#LL45ME UTF-8 Titib3 %)
c=JP
o= Ministry of Health, Labour and
Welfare

directoryName ou= Director-General for Policy Planning

and Evaluation

ou= MHLW HPKI Root CA V2

authorityCertSerial O | REEFRERNFOGEAFE Y 7 ILE S

IssuerAltName X
CRLNumber O | 128bit LA F D IEDHEEEL
DeltaCRLIndicator X
IssueingDistributionPoint X
FreshesCRL X
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3 7.2.11 SHA-256 xSt HREAE R A ho 7 a7 7 A v

74 —VR RE Bk
Version O |Ver2 75,
Signature O | sha256WithRSAEncryption
Lester o WO BAE T %fi » (CountryName (% Printable, %
LML UTF-8 Thtik 3 %)
CountryName O |JP
OrganizationName O | Japan Medical Association
OrganizationUnitName O Digital Certificate Center
CommonName O HPKI-01-HPKI_JV2-forAuthentication-forIndividual
ThisUpdata O | CRL#1THIK; (UTCTime CTERET 5,)
NextUpdate O | thisUpdate + 96 F¢fi] (UTCTime TRET 5.)
RevokedCertificates O
UserCertificate O | KELT-FEHED serialNumber % 7k,
RevocationDate O | RHBEFFZLET D,
CrlEntryExtensions O | #EoRms (% 7.2.12) &
CrlExtensions O | JroEEE (% 7.2.13) 2]

# 7.2.12 SHA-256 *ISFBAEMGEHERZ Y A b7 a7 7 A 1
(CRL = kU §53E%H crlEntryExtensions)

TA—IVEF RIE B! Critical
ReasonCode O FALSE
HoldInstructionCode X
InvalidityDate X
Certificatelssure X
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3% 7.2.13 SHA-256 *tSidsE HREERZN Y A ho7Fa 7 7 A4 v
(CRL ¥EaERE L crlExtensions)

A4 —IVEF RE A Critical
AuthorityKeyldentifier @) FALSE
keyldentifier O | REERRENFEOARSEEO SHA-1 Ny ¥ =2 ff
i W FORMEMT S,  (CountryName I3
authorityCertIssuer O ) o
Printable, Z#L4AM3 UTF-8 Tilik 4 %)
c=JP
o= Ministry of Health, Labour and
) Welfare
directoryName ou= Director-General for Policy Planning
and Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | REERAEAFEOFENE Y Y T LE S
IssuerAltName X
CRLNumber O | 128bit L F O IEDOEEEL
DeltaCRLIndicator X
IssueingDistributionPoint X
FreshesCRL X
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7.3 OCSP 7a774 L
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HIE L7,

7.3.2 OCSP ¥isE a1,
HIE L72u,
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